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EXECUTIVE SUMMARY

In recent years cooperative intelligent transport systems are progressing rapidly. But most
of the i 2 R Isystends arebuilt on silo solutions and lack in a common overall system
architecture.

The goal of the CONVERGE project was therefore to provide concemsflfaxible
interaction between service rpviders, service subscribers and the communication
infrastructures in betwen. Main factors of success for technical and commercial concepts
are scalability, FBecurity, decentralization and operator independence. The objectives of
the CONVERGE projecsummarized in eight main goalsare covering exactly these
issues.

Basedn the description of the used methodology tailored multicriteria analysis for

the assessment of the CONVERGE project this document presents the overall results.
Starting with the assessment of the degree of attainment of the technical and security
requirements a rating of the maturity of the CONVERGE solution was performed.

Finally recommendations regarding reasonable measures and next steps towards a
market introduction of a CONVER{BE system are given.
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1.1 Purpose and Context

The CONVERGE project developed a system architecture for flexible interaction between
different service providers and communications network operators in a decentralized,
scalable structure: the CONVERGE Car2X Systems Néfhisrieliverable D6.3 reports
onthe final assessment of theéar2X Systems Network.

The Car2X Systems Network will establish a completely new open communication
services, and organization architecture that reflects communication technologiesi T
securitytechnologiesat the state ofthe art. Through weltlefined access points, service
providers as traffic contradentersor vehicles manufacturers can be integrated into the
open and secure system architecture. The Car2X Systems Network enables a
decentralized and dynamic coupling oérious national systems and actors across
national borders in an open, but secure, distributed, transregional/international
connecting, provideindependent, scalable, flexible arftybrid communicating Car2X
Systens Network.

Thefinal assessment of thea2 X Systems Netwokkas performed by work package WP8

at the end of the CONVERGE projé&tie figure below shows the interaction of WP8 with

other WPs according to the description of woflkhe development of the CONVERGE
system was carried out in WP2 to WRiAd was based on requirements which were
defined in WP1. The final assessment of the CONVERGE solution used assessment criteria
which addressed these requirements and involbeth objective performance measures

and subjective expert ratings.

The ultimate objective of the CONVERGE project is to support the deployment of
CooperativdTS byapplyingthe Car2X Systems Network. Therefore, the final assessment
aimed at providing answers to questions regarding the technical maturity of the
CONVERGE systas Does the CONVERGE system meet the requirements? How close
does the CONVERGE solution reach a maturity level which is expected to be suitable for
deployment? What are the recommendations for a future implementation of the
CONVERGE system? Where iseadnfor further research and optimization of the
CONVERGE system?
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1.2 DocumentStructure

This deliverablgresents the following content:

1 Chapter2introducesthe methodological approactelevant tothe final
assessmentproviding an overview of themethod, theset ofcriteria, the
reference systemand theprocess of the assessment

Chapter3 presents the approach and the results of the assessment related to
functional and searity aspectsBoth individual results per requirement and a
consolidated view over alise caseand goals arshown.

Chapter4 presents the approach and the assessment results related to the
economic solution of the CONVERGE system. A novel approach for the
assessment aéconomicroles was developed which is descbafter the
introduction of the criteriaThe economic assessment results are shown and
discussed.

Chapter5includes the overall assessment results with regartheomain goals
of the CONVERGE system. Finatinclusionsn readinessand
recommendationsre presented.
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The clarification of basic conditions underlying the final assessment served as a starting
point for the determiration ofthe assessment methodologin assessment methduad
to be selected and, if necessary, adapted to the goals and demands of the final
assessment:
i The goal of the final assessment was to@éitstinsight in the maturity of the
Car2X Systems Network developed by the CONVERGE project. The assessment
should include an estimation of the level of maturity achieved.
1 A large number of assessment criteria which differed in type and scale was
expected Bath objectiveand subjectivevariableshad to be consideredhe
method should be able to handle the total set of criteria.
i The criteria should be weighted according to their importance.
1 The assessment process was to be objectivized as far as possitderinoor
increase replicability
i Various assessors were involved in the assessment process, asstwsment
had to be split up between the involved partners.

Themethod selecteds based on the mukgriteria analysis (MCA) metholdlwas adapted

to the needs and demands of the final assessment in the CONVERGE project. The method
is based on a scoring process which allows determining a consolidated figure expressing
the benefit of the assessed system. Benefit, in the sense of this assessment, means degree
of compliance with the requirements artégree ofgoal attainment.The MCA is able to
handle large sets of criteria and assign weidhtss reflecting therelative importanceof

each criterionto the overall goal. Another strong point of MCA is its abitiby
accommodate and simultaneoudahgedifferent types of criteriaFurthermore, the MCA
supports a multiactor approachduringestablishing the criteria and judging the solution.

Besids the assessment of the technical sololution also the CONVERGE soturiom is
assessed. This assessmertiased ora method which is different to the MCdescribed
in this chapter A descriptiorof the methodused for the economic assessmésincluded
in chapter3 of this deliverable.

2.1 Set of asessment Gteria

Generally criteria are derivefiom goals and requirements specified for the solutions to
be assessed. The criteria used for the assessmernheofCONVERGErR2X Systems
Network addresgd the requirementswhich had been defined in early phases of the
development process of the CONVERGE projgeL (WPR8.1).Deliverable D2 [Ref. 10]
provides a detailed description of these requiremenperationalized variables were
derived from the criteria. They included bothbjective variables njeasure$ and
subjective variablesefpert ratingg.

Thefollowing categories of assessment critevieere used
i technicaffunctional performance,


http://converge-online.de/doc/download/Deliverable-WP1-D1%201_01_01_00.pdf

CONVERGE @

i data security and privacy, and
i economicaspects.

A hierarchical set of criteria was built up ($egure2). It connects the criteria of the three
categories in a tree structure and allows for receiving assessment rgsolgling a
consolidated view over all criteria.

Levels of the Scales of
criteria system measurement
B —_—

Main goals A Mermlirel SeaE

_— (qualitative

Goals assessment)
Use cases | | |
(functions) nnnnn ‘
Requirements ‘ ‘ ‘ ‘ ‘
e Ordinal scale
Sub (quantitative
requirements assessment)
Criteria

Figure2: Scheme of the hierarchical set of criteria used for the final assessment

The hierarchical set of criterialevels of the criteria systemsused in the CONVERGE
project differs from standard tree structures normally used for MCA. It features the
following characteristics:
1 ThelevebRequirements O2y Gl Aya GKS NBIdZANBYSyiGa KA
the CONVERGRERRX Systems Network and defined in previous phases of the
project. The requirements fork down into subquirements and criteria. The
operationalized variables per criterion are located on the bottommost level. This
is the level wherghe assessment is caed out The criteria level also contains
showstopper criteria.
1 Thelevet 46 OF a8a¢ Aa t20FGSR 6882yR GKS NBIjd
functions of the CONVERG&ZX Systems Network. Figu?eshows that each
use case owns a specific set of requirementgrequirements and criteria.
 ThelevebD2 I f a¢ G6KAOK Aa GKS tS@St 10620S GKS d
levelom Ay 3JA2Ffaé¢d . 20K tS@Sta O2yialAy LkR2ft S|
system. Each goal is connected to several use cases and may contéiomadtdi
requirements.

For the assessment two different types of measuremedtales of measurementvere
used:
1 The assessment of goals and main gaimited to qualitative statements,
because only nominal scaled variabdee available on these level The
judgementwould answer the question whetheagoal main goalsfulfilled or
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not fulfilled. All three categories of criteria (technidainctional;datasecurity
and privacy; economi@reincluded in the assessment tife main goals.

1 A quantitative assessmeris possiblefrom the use cases level down to the
criteria level, because ordinal scaled variables are available for this assessment.
Both technicafunctional criteria and criteria related to data security and privacy
arecovered by the quantative assessmeniheprocess of thejuantitative
assessment consistd two steps. The first stepimsat determining the degree
of compliance with the requirements per use case. In the second step, a
consolidated figure over all use casesalculated.

2.2 Reference system

The CONVERGE project developed an innova@iawvaX Systems Networks yet here is
no similar solution on the marketvhich can be used faomparison in order t@ssess
the technical market maturity of the CONVERGE system. Therefohgpathetical
referencesystemwas definedby expertsand implemented in the assessment method.
The reference system used for comparison with the CONVERREK Systems Network
iscalledd¥ SI aA 0t S 2Talllel)ydzyé o06asSs$s

Feasible ptimum (reference system) ‘

9 Hypothetical solution defined for reasons of comparison

9 Characteristic:
Compliance with the requirements at each criterion is set to a feasible
optimum accordingli 2 S E LJS N{fram priddenii day @& pective)

Ideal solutbn ‘

i Hypothetical solution defined for reasons of comparison

9 Characteristic:
Compliance with the requirements at each criterion is set to 100 %

Tablel: Definition of the reference system

¢CKS RSTAYAGAZ2Y 2F GKS TSI &aAi oahdSthe Zththiof tedzY A a
art technology when this deliverable is writteifhe experts were partners from the
technicalwork package®f the CONVERGE project. They estéd, per criterion, the

degree of compliance with the requirements for a feasible optimum solution. The

dF SFaAofS 2LI0AYdAYRS IRIA FAFSINGEI FNREY AKSNE (1 KS
the requirements is set to 100%. The ideal solution thus regmesatheoreticaloptimum,

as it can be expected that 100% will not be achievable for all crifEnedefinitions of

the reference system and the ideal solutiare illustrated in Figur8.

oo

pu

(0p))
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Reference CONVERGE

system system
Ideal Feasible
solution  optimum
A Ideal compliance with
[\ the requirements
() Feasible optimum
/ defined by experts
y exp
Degree of Zi(
compliance Hypothetical threshold of
Withthe | - - - - e e e e e e e e e m = = _ _ _ . technical maturity for

the market

requirements (Not yet defined!)

Knock out threshold
defined by experts

Figure3: Comparison between the OOVERGE system and the reference system (scheme)

Figure3 shows a simplified comparisdretween theideal solution, the reference syste
and the CONVERGE systé#ris the goal of the final assessmentdeterminethe position
of the CONVERGE system in the outlined amdgideterminethe degree of compliance
with the requirements, and compare it with the position of the reference system.

The CONVERGE system will clearly be located beyond the so called knock out threshold
(dotted line at the bottom) If a solutiorfails to meetanyof the showstopper criteria, the
solution would be located beneath this threshold. However, #teomplishmentof
requirements connected toshowstopper criteria had been controlled during the
devdopment of the CONVERGE system and was once more checked during the final
assessment.

The selected MCA method is well suited for tioeparisorof the CONVERGE systeith
the reference systemit is based on the traditional MCA which was developed forsiten
finding whenchoosing between several sions, ie. comparing the solutions with regard
to their benefit.

2.3 Process of the final assessment

The total process of the final assessment contained 8 steps (see Bjgireparatory

work was executed in step 1 to step 5. Then, in steph&, involvedinternal experts
performed theassessment of the CONVERGE system and the reference system. Each
assessor had to forward his/her results to a revieeea checkup. More than25persons
wereinvolved in theassessment anthe review performed in step 6.
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Definition of goals and requirements

Drawing up the hierarchical set of criteria
Definition of operationalized variablegmeasure$
Weighting of criteria

Definition of reference system

Performing the assessmenteview

Analysis and consolidated view

(BKR(BI(E (R (H(

Interpretation, conclusions

Figured: Process of the final assessment

In step 7the results areanalyzedand consolidatedAt last, in step &he final assessment
allows conclusions on the following outcome:

1 Quantitative results on theabree of compliance with the requirements per use
case and over all use castechnical maturityof the CONVERGEar2X Systems
Network (see chapter2.1and?2.2for results)

1 Qualitative results on the accomplishment of goals and mainsgseé chapters
3.3and5.1for resulty

1 Recommendations for further research and optimization of the CONVERGE Car2X
Systems Networlsee chapter$.2and5.3for results)

1 Recommendations for further activities towards deployment of the CONVERGE
Car2X Systems Netwofgee chapters.2and5.3for results)

10
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3.1 Assessment of Requirements

This chapter lists theequirements, functional as well as néumctional, which need to be
fulfilled for the Car2X System&Mork. For each requirement, there is a short overview,
a diagram describing the correlation between requirement and itsitbria as well as
the assssment results.

Hint: The term LTE is used throughout this document for both the forth generation of
cellular communication and for the cellular communication in general.

3.1.1 Technical Requirementdssessment

The following sectioncontains the definitions andassessments othe technical
requirements, which need to beiffilled for the Car2X System&Mork.

3.1.1.1 REQC2X002 IVS Select appropriate access point

dVS shall select the appropriate access point / network according to a predefined set of
criteria (e.gapplication, costs, contrachandwidth v 2 { .€ X 0

3.1.1.1.1 Weighted Criteria System

Duration until access
point is selected
Weight(abdrel):

0.22/0.11

SelectionProcess CPU timeusage
Weight(abd'rel): Weight(abd'rel):
0.5/0.5 0.22/0.11

Number of reselects

(selectionquality)
REQC2X002 (Select Weight(abdrel):

appropriate access 0.56/0.28
point)

Selectedaccesgoint

is available

Weight(abd'rel):
Decision 0.75/0.375
Weight(abd'rel):

0.5/0.5 ConsideredSelection
Parameters
Weight(abd'rel):
0.25/0.125

Figure5: REQC2X002: weighted criteria system

Deliverable D§ Version1.0 | 19.01.2016 11
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3.1.1.1.2 Deduction of the weights

Duration CPU time | Number of

unjul gccess usage reselegts . Sum Weight

point is (selection quality)

selected
Duration until
access point is 1 0 1 0.22
selected
CPU time usage 1 0 1 0.22
Number of
reselects 2 2 4 0.56
(selection
quality)

6 1

Table2: REQC2X%002:weightscd St SOG A2y LINROS&aaé

AAAAA

BdzNF GA2Yy dzyGAf | O@Stala ULRWS Gdzalad SY SO SRE Fa «
It is equally important to have a low access point selection duration and a lowirg®U
usage

B dzNF GA2Yy dzy GAf I O@NumBer ol 38aASY (S Qhida 305t ST GBICIRE2 Yy &lj«
It isbetter to have less rselections than a short duration until an access point is

selected, since each+gelection has a lot of overhead (ecilandoved) and therefore

time loss.

oNumberofred St SOl a ¢ aSt FQUA 20/A YjSzl AR EY Fa @
It is more important to have less4selections, since each-szlection process
introduces new CPU time usage.

Selected access poil considered selection

is available parameters
applicable to the Sum Weight
communication
network
Selected access
pointis available ) 2 0.75

considered selectiorn

parameters
applicable to the 0 0 0.25
communication
network
Total: 2 1
Table3: REQC2X002:weightsoR SOA & A 2 v ¢
o St SOGSR I 00Saa LJ2 KQOrﬁlsideré\dé Seldctigmt A tNU- ovtSS3iéS NBE¥E ©

It is more important that the selected access point is available than to have more
considered selection parameters, since if the selected access point is not available it is
regardless which parameters are considered.

12
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3.1.1.1.3 Assessment Result of Reigement

Criterion MeasureNo®l  Relative CONVERGE Reference
Weight Solution solution
Duration until access Time [ms] 0.11 < 50ms: <50 ms:
point is selected 0.11*100=11 0.11*00=11
CPU time usage Time [ms] 0.11 <50ms <100 ms:
0.11*100 = 0.11 *75 =
11 8.25
Number of reselects Amount [per 0.28 N/A 3 reselects:
(selection quality) min] 0.28 *55 =
15.4
Selected access poin yes/no 0.375 Yes Yes (The
is available (expert rating) 0.375* 100= selected
37.5 access point i
available):
0.375* 100 =
375
considered selection Considered 0.125 <50% of 75 % of
parameters parameters in parameters  parameters
applicable to the percent considered:  considered:
communication (expert rating) 0.125* 0=0 0.125*50 =
network 6.25
SUM (partial) 1.0 59.6+0.28* 72.9
N/A
Tabled: REQC2X0021VS: Select appropriate access point

Explanation:

The current implemented logic for selecting an access point is based on the message type.
CAMs are sent via I¥& and DENMs are sent via LTE and5H.SAccess point changes
happen only in the cellular part. If IG5 B/Gr standard consumeéwi-Fiis usel in future,

for example, an extended access pointplementation is needed, which consig more
criteria.

13
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3.1.1.1.4 Assessment of Requirement Criteria

REQC2X002 IVS: Select appropriate access point

Duration until access point is selected

Criterion forlogging measurement: Value CONVERGE
Solution:
<50 ms 100 = criterion 100
met
<200 ms 75
<500 ms 50
<ls 25
>1s 0 = deficient

Table5: REQ_C2RO02: criterionos dzNJ G A2y dzyGAf | O0Saa LI2Ayd Aa aStSOGSF

ReasoningThe access point is defined by the type of the message. This is hard coded and
needs therefore less than 50ms.

REQC2X002 IVS: Select appropriate access point
CPU time usage

Criterion for logging measurement: Value CONVERGE
Solution:
<50 ms 100 100
<100 ms 75 =criterion
met
<250 ms 50
<500 ms 25
>500 ms 0 = deficient
Table6: REQC2X002: criteriond/ t ! GAYS dzal 3S¢

ReasoningThe CPU is not used heavily for selecting an access point.

14
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REQC2X002 IVS: Sele@ppropriate access point

Number of reselects (selection quality)

Criterion for logging measurement: Value CONVERGE
Solution:
0 100 N/A
1 90
2 75
3 55 =criterion
met
4 35
5 15
>5 0 = deficient

Table7: REQC2X002 IVS: criteriomNumber ofrea St SOl a 6aSt SOGA2Yy ljdzr t AG&0¢

ReasoningThe only reselects happen on the cellular part (LTE).

REQ_C2R02 IVS: Select appropriate access point

Selected access point is available

Criterion for implementation basedxpert rating: ~ Value CONVERGE
Solution:

Yes 100=criterion met 100

No 0 =KO

Table8: REQC2X%002: criteriong{f St SOG SR | 00Sadaa LRAyd Aa | @FAflofS¢é

Note: this is & Ocriterion!

Reasoningtf a séection happens, then the access point must be available.

15
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REQ_C2RO02 IVS: Select appropriate access point

Considered Selection Parameters

Criterion for architecture based expert rating: Value CONVERGE
Solution:

100 % of parameters considered 100 0

75 %f parameters considered 50=criterion met

50 %f parameters considered 25

<50 %f parameters considered 0 = deficient

Table9: REQC2X002: criteriondd 2y @A RSNBR { St SOGA2Yy t I NI YSGSNEE

ReasoningThe only parameters considered at the moment are the types of the sent C2X
messages.

3.1.1.2 REQC2X003 SR Select appropriate network access point

arhe SP shall select the appropriate communication access point / network according to
a predefined set of criteria (e.g. application, costs, contract, bandwidtd,{ .£ X 0

REQC2X003 SR Select appropriate network access point

Criterion for architecturebased expert Value CONVERGE Reference
rating Solution: Solution
The SP shall select the appropriate 100 =OK 100 100

communication access point / network
according to a predefined set of criteria
(e.g. application, costs, contract,
bandwidth, QoS, IVS access availabiXty,

otherwise 0=KO

Table10: REQC2X003 SR Select appropriate network access point

Explanation:

The CONVERGE architecture has allowed a possibility for the SP to select an appropriate
communication point /network according to a predefined set of criteBa.this REQ is
consideredulfilled. TheCONVERGE architecture has several functionalitiesaotofthe

16
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SP to select the different communicate channel, Bee3 However, in the Demonstrators
that CONVERGE has developed was defined a certain access points. It was limited to the

applied technologies.

3.1.1.3 REQC2X004_01 Determine transmitting networks

arhe Car2X Systems Network determines all networks, whichbmabe to populate
[distribute] the given message in i@rget areg i.e.

A Target area type matching

A Point, place (e.g. gas station yard)

A Road /road segments

A Area geometric (circle, rectangle, ellipsoid)
A Administrative Entities: countries, federal states (Hessen), counties,
A Geographical areas (Mid Rhine valley)

A Potential single network coverage

Important is what the network access conditions are (one tome, contiaét,Y & X 0

3.1.1.3.1 Weighted Criteria System

Target Areanatching
Weight(abdrel): 0.5/0.25

Targetarea
Weight(abdrel):

0.5/0.5

REQRC2X%004_01¢
Determine transmitting |
networks

Ability
Weight(abd'rel):
0.5/0.5

AchievedCoveragédn %
Weight(abd'rel): 0.5/0.25

Network accessonditions
(onetime, contract, time, )
Weight(abdrel): 0.5/0.25

Network determination
completeness
Weight(abgrel): 0.55/0.25

Hgure6: REQC2X004_01: weighted criteria system

3.1.1.3.2 Deduction of the weights

Target. area Achieved Coverage Sum Weight
matching
Target. area 1 1 05
matching
Achieved Coverage 1 1 0.5
Total: 2 1

Tablell: REQC2%004 Ol:weightsa¢ I NAS{G ! NBI ¢

Deliverable D§ Version1.0 | 19.01.2016
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A networkwhich can handle all sorts of addressing scheimegjual to a high
percentage of destination area covering.

Network
Network access o .
o determination Sum Weight
conditions
completeness
Netwqu access 1 1 05
conditions
Network
determination 1 1 0.5
completeness
Total: 2 1

Tablel22 REQ _C2R04 Ol:weightsad 6 A f A (& ¢

Network access conditions and Network determination completeness are all equally

weighted

3.1.1.3.3 Assessment Result of Requirement

REQRC2X004 01 Determine transmitting networks

Criterion

Target area
matching

Achieved Coverage

Network access
conditions

Measure

Relative

Weight

Which of the target area  0.25
matches are available

[expert rating]

Achieved Coverage of the 0.25

destination area [expert

rating]

How accessible is the

0.25

network [expert rating]

CONVERGI Reference
Solution

0.25* 100

=25

0.25*75 =

18.75

0.25 *60=

15

solution

100%of
the areas
can be
matched
0.25* 100
=25

90 %
coverage
reached
0.25*75 =
18.75

The
network is
more than
95 % of the
time
accessible
0.25*60 =
15

18
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Network All available networks 0.25 0.25*100= 100%
determination identified? [percent] 25 0.25* 100
completeness =25

SUM (partial) 1.0 83.75 83.75

Tablel3: REQC2X004 01: valuebenefit matrix

Explanation:

The matching of areas is done onitladie/longitude coordinates. With the help of these
coordinates any type or shape of area can be defined and given a human friendly name
as identifier. This could be done by a Service Provider.

The Achieved Coverage is not primarily dependent on the CONVERGE Systanthbut
MNOs and IRS Network providers that offer connectivity services to participants of the
system. By additively combining the coverage areas of all available communication
network providers, coverage of 90% of the area (certainly of 90% of the pam)ladf
Europe should be attainable.

Commercial mobile networks are highly reliable. If once again additively combining the
availability of all mobile networks and IRS networks that offer connectivity services to
participants of the system, an availabildfclose to 100% should be achievable.

Users that participate in the system will by definition have connectivity. As each user only
needs to know his own network, all networks of all users are identified by definition.
3.1.1.3.4 Assessment of Requirement Criteria

REQC2X004_01: Determine transmitting networks

Target area matching

Criterion for architecture based expert rating: Value CONVERGE
Solution:

100 % of the areas can be matched 100 100

75 %of the areas can be matched 75 =criterion met

50 %of the areas can be matched 50

< 50 %of the areas can be matched 0 =deficient

Tablel4: REQC2X004_Oicriterion éTarget area matching
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ReasoningThe matching of areas is done onitiadle/longitude coordinates. With the
help of these coordinates any type or shape of area can be defined and given a human
friendly name as identifier. This could be done by a Service Provider.

REQC2X004_01: Determine transmitting networks

Achieved Coverage

Criterionfor architecture based expert rating: Value CONVERGE
Solution:

100 %coverage reached 100 90

90 %coverage reached 75 =criterion met

75 %coverage reached 50

<75 %coverage reached 0 = deficient

Tablel5: REQC2X004_Oicriterion dAchieved Coverage

ReasoningThe Achieved Coverage is not primarily dependent on the CONVERGE System,
but on the MNOs and IRS Network providers that offer connectivity services to
participants of the system. By additively combining the coveragas of all available
communication network providers, coverage of 90% of the area (certainly of 90% of the
population) of Europe should be attainable.

REQC2X004 01: Determine transmitting networks

Network access conditions

Criterion forarchitecturebased expert rating: Value CONVERGE
Solution:

The network is 100 % of the time accessible 100 99

The network is more than 95 % of the time 60 =criterion met

accessible

The network is more than 90 % of the tim 40
accessible

The network is less tharb % of the time accessible 0 =KO

Tablel6: REQ@C2X004_Oicriterion éNetwork access conditiorss
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Note: this is &Ocriterion.

Reasoning:Commercial mobile networks are highly reliable. If once again additively
combining the availability of all mobile networks and IRS networks that offer connectivity
services to participants of the system, an availability of close to 100% should be
achievatte.

REQC2X004_01: Determine transmitting networks

Network determination completeness

Criterion for logging measurement: Value CONVERGE
Solution:
100 % 100=criterion 100
met
<100 % 0 = deficient

Tablel7: REQC2X004_01:criterion éNetwork determination completeness

Reasoningtsers that participate in the system will by definition have connectivity. As
each user only needs to know his own network, all networks of all users are identified by
definition.
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3.1.1.4 REQC2X004_02 D&ermine communication status

arhe Car2X Systems Network aggregates the communication results and passes a
NBalLlRyasS 2F [ @FLAfFrofS YR dzASR O02YYdzyAOFGA2Y

3.1.1.4.1 Weighted Criteria System

Responséo SP Delayuntil Response

Weight(abdrel): — Weight(abd'rel):
0.4/0.4 1.0/0.4

Timeto response
dependentof network
count

Weight(abd'rel):

Scalingconsiderations 0.75/0.15

Weight(abdrel):
0.2/0.2 Timeto response
REQC2X004_02 dependenton
(Determine parametercount
communication status) Weight (abg rel):

0.25/0.05

Performanceampacton
communication
network components
Weight(abdrel):
0.2/0.08

Performancdampacton
Performancempacts communication
Weight(abdrel): networksthemself

0.4/0.4 Weight(abd'rel):
0.3/0.12

Performanceampacton
Car2X gstemsNetwork
components
Weight(abdrel):
0.5/0.2

Figure7: REQC2X004_02: weightectriteria system

3.1.1.4.2 Deduction of weights

The most important measure of this requirement is the overall time untBeavice
Provider has received information of the communication process (Response to SP).
However to determine efficiency of the solutions, it might be necessary to evaluate sub
times of the overall time (Time to response dependent of number of registered networks
(=network count), Time to response dependent on number of parameters used in the

Deliverable D§ Version1.0 | 19.01.2016 22



CONVERGE (e

request (=parameter count)) in dependence of the size of the attached networks. In this
way, it can be extrapolated, how the chosen solution scales.

In an additional view, theerformance impact of the whole mechanism to the attached

systems is also of interest. If ththosenmechanisms uses in every situation so many

resources, that the normal operation of the network may be in danger, the use of this
mechanism might notbe t8INJF 6t S FTNBY | ySig2N] 2LISNI G§2NDA&
but do consume in every configuration to much resources the system is unusable.
Therefore, low performance impacts are considered more important than scaling
considerations.

Response to SH S_cdmg' Pgrformance Sum | Weight
considerations impacts

Response to SH 1 2 3 0.4
Scaling 1 0 1 0.2
considerations

_Performance 0 5 5 0.4
impacts

Total: 6 1
Tablel8 REQC2X004_02:weights on top level
Time to response | Time to response
dependent of dependent on Sum Weight

network count parameter count

Time to response
dependent of 2 2 0.75
network count

Time to response
dependent on 0 0 0.25
parameter count

Total: 2 1
Tablel9: REQC2%004 026 SAAKG A aoOlfAy3a O2yaiARSNIGA2yacs

Performance Performance .
. . Performance impac
impact on impact on
S S on Car2X Systems .
communication communication Sum | Weight
Network
network networks
components
components themselves
Performance impact
on communication
network 0 0 0 0.2
components
Performance impact
on communication
2 0 2 0.3
networks
themselves
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Performance impac
on Car2X Systems 2 2 4 0.5
Network
components
Total: 6 1

Table20: REQ_C2R04_02:weights forperformance impacts

3.1.1.4.3 Assessment Result of Requirement

REQC2X004_02: Determine communication Solutions

status

Criterion Measure Relative CONVERGE Reference
Weight solution solution

Delay until Time in milliseconds 0.4 50 75

Response 0.4*50=20 0.4*75=30

Time to Time in milliseconds 0.15 100 75

response

0.15*100=15 0.15*75=11.25
dependent of

network count

Time to expert rating 0.05 100 75
response
dependent on
parameter
count

0.05*100=5 0.05*75=3.75

Performance Expert Rating 0.08 100 Low (60:
impact on
communicatio
n network
components

0.08*100=6.4 0.08 *60 = 4.8

Performance Expert Rating 0.12 100 Low (60:
impact on
communicatio
n networks
themselves

0.12*100=12 0.12*60=7.2

Performance Expert Rating 0.02 80 Low (60:
impact on
Car2X Systems
Network
components

0.02*80=1.6 0.02*60=1.2
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SUM (partial) 1,0 - 60 58.20
Table21: REQC2X004_02: valuebenefit matrix

Explanation:

The requirements can bep to 60%fulfilled. Due to meardelay time <700ms, 60% are
acceptableIn TCP/IP based communication networks the delay could be sometimes quite
high but TCRssureghat the packets are not lost. As long as the T@fhection is open

the Service Rvider can always assume the messages received. The benefit of a
specialacknowledgementis quite low because transport reliabilityhiandledin the TCP
layer.

3.1.1.4.4 Assessment of Requirement Criteria

REQ®C2X004_02: Determine communication status Value CONVERGE
Delay until Response Solution:
<50 ms 100 50
<400 ms 75 =criterion
met
<700 ms 50
700ms-1s 25
>1s 0 =deficient

Table22: REQC2X04 02: criteriondR St I @ dzy G At NBalLlyaSé

ReasoningDuring themeasurementavhich were taken in the verificatiorworkshopin
July2015, CONVERGE achieved a mean delay of < 700ms.

REQC2X004_02: Determine communication statu: Value CONVERGE
Time to response dependent on network count Solution:
<50 ms 100 100
<400 ms 75 =criterion

met
<700 ms 50
<1ls 25
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Table23: REQC2X004_02: criterionali A Y' S

02

0 = deficient

NBalLl2yas

CONVERGE (e

RSLISYRSYd 2y ySds2nNg

ReasoningDuring themeasurementsvhich were taken in the verificatiorworkshopin
July2015, CONVERGE achieved a mean delay of < 50ms.

REQC2X004_02: Determine communication status Value
Time to response dependent on parameter count

<50 ms

<400 ms

<700 ms

<ls

>1s

Table24: REQC2X04_02: criteriono¢ A Y S

02

CONVERGE
Solution:

100 100

75 =criterion

met

50

25

0 =deficient

NBalLl2yas

RSLISYRSYid 2v

LI NF YSGS

Reasoningtt could beexpectedthat it will be similar to the Time to response dependent
on network count. This wasl#s during the measurements.

REQ_C2R04-02: Determine communication status

Performance impact on communication network components

Criterion for architecturebased

expert rating:
Exhausting
Very High
High

Medium

Low

Very Low

Imperceptible

Value

20

40

50

60

80

100

Table25: REQ_C2R04-02: Determine communication status

CONVERGE
Solution:

80
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3.1.1.5 REQC2X005 01 Reuse existing connections

oOnce a connection between an 3&vice and an IVS is established, the C&y&stems
Network will use this connection until the communication is closed or the connection
Tl Af aode

REQC2X005_01 Reuse existing connections

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
Documentation showthe fulfillment of 100= 100 100
the requirement requirement

met
Documentation does not show the 0

fulfillment of the requirement

Table26: REQ_C2R05_ 01 Reuse existing connections

Note: this isnot a KOcriterion for the Car2X Systems Network

Explanation:

A connection between an IVS and an-$€8/ice (provider) can be established wvo
different ways. At first, &vice Provider can distribute messages directly to one or
multiple recipients via LTE, sBd.3chapter 5.2.2.

The second mechanism uses the IRS Communication Network, toutistniiessages to

an IVS. In this case, a message is forwarded to ITS Roadside Stations, which broadcast it
via ITS G5. The IVS receives this message while passing an IRS. This scenario is called
GeoMessaging and is describedih.3chapter 4.1.2.

On both ways, each message is sent in a connection, which is closed after thecesss
is done.

3.1.1.6 REQC2X006_05 Latency requirement

arhe IVS requests minimum latency requirentsefom the available communication
networks such that it is able to transmit safety relevant information between transmitting
and receiving nodes in time.

This requirement is not furtheconsidered It is noted as a recommendation for further
work.

3.1.1.7 REQC2X010 The system architecture supports hybrid communication

arhe Car2X Systems Network shall support hybrid communication, support of

YAA0SttlyS2da O2YYdy AOIiA2Y YSRAFZ o6& RS&ATY
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REQ®C2X010 Architectural supports hybrid communication

Criterionfor architecture based expert Value CONVERGE Reference
rating Solution: Solution
The architecture of the Car2X System 100=0K 100 100

Network provides support for
alternative communication
technologies

otherwise 0=not OK

Table27:. REQC2X010- value-benefit matrix

Note: This is a KO criterion for the Car2X Systems Network
Explanation:

The CONVERGE architecture comprises the BI1 interface that connects the Service
Provider to the IVS.

Deliverable D4.3CONVERGE architecture) states thiette Bl1l interface provides the
possibility to send messages between the Service Providers and ITS StatieB)saihtS
vice versa. The interface is based on IP and the protocols running on it are application
specific. Thehysical connection is established via s (Communication Networks¥

The CNsand the CONVERGE functionality however are not limited to certainsacces
technologies. The communication could be handled via ETSI ITS G5 or LTE and it is open
for further/future technologies.

In order to connect the Service Provider to the Communication Networks for management

purposes of functionalities which are exposedabgommunication network operator, the

BC1c¢ Interface is defined in CONVERGE between SP to MNO / IRS Communication
bSGe2N] ® ! fa2 KSNB>X GKS {AYR 2F 02YYdzyAOl GA2
IRS network or future network technologies.

Further the CONVERGE architecture contains the Geomessaging functionality that is
designed to distribute messages in a defined local area. This functionality can be used in
LTE and/or IRS networlGhapter 4.1.2lescribes that a Geomessaging Proxy is connected

via the BC2 interface to one or more GE@krvers which can be located in any
communication network in the CONVERGE system. This proves that CONVERG& support
hybrid communtation.

3.1.1.8 REQC2X011 The system architecture hides communication from application
arhe Car2X Systems Network shall hide communication specific aspects from
applications. This means an application does not need to know how to use a specific
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communicationtechnology. An application just provides a set of requirements (e.g.
OFYRGARIGKET fF0iSyOeo I O02YYdzyAOFAz2zy (SOKyz2ft 2

Criterion:

1 Modules abstracting communication
The CONVERGE architectures of ITS vehicle stationentié@stations andTS
roadside stations contain components, which hides communication handling
from the ITS application modules. Thus the application modules only have to
providerequirements (e.g. bandwidth, latency) a communication technology
shall support.

REQ®C2X011 Achitectural hides communication from application

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
The architecture of the Car2X System 100 =ok 100 100

Network contains modules abstracting
communication

otherwise 0=not ok

Table28: REQC2X011¢ criterion for binary assessment

Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:

In Deliverable D4.8CONVERGE Architecture) chapter 6.1 two components are described

that are essential for this criterion (see figure 92). The compongfrusility Processing
andoQoSCdzy OliA2yé¢ NBOSAGPS NBIldZANBYSyiGa FNRY GKS
and use these for the generation of the communication towards the southbound
Communication hub. While the Application Processing signals its requirements towards

the aforanentioned components, these components are responsible for e.g. generation

of messages and threalizationof the QoS within the communication path. This principle

shows that communication is hidden from application.

3.1.1.9 REQC2X012 Architecture support for sice subscription

ar'he CONVERGE architecture shglpbortnecessary processes feervice
subscriptiong
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3.1.1.9.1 Weighted Criteria System:

Service announcement
(0.33/0.33)

REQC2X012 Interfaces for service description

(0.33/0.33)

Architecture support forarvice
subscription.

Interfaces and functions for
service operation
(0.34/0.34)

Figure8: REQC2X012: weighted criteria system

Criteria for expert rating:

M Service Announcement:
The architecture must provide means that allow to announce services to all or a
subset of the participants of the C:BN

1 Interfaces for Service Description
The architecture must provide interfaces and functions to get informattoyus
the contents, contractual criteria (for e.g. subscription, usagel
unsubscription and operational usage of the services offered for potential
service users.

1 Interfaces and functions for service operation
The architecture must provide basic infeces and functions that are nded to
operationally connect ae8viceProvider and a service user. Interfaces and
functions that are special for a certain service have to be provided outside of the
architecture of the C28N.

3.1.1.9.2 Deduction of weights:

The architectural assessment criteria evaluated in the expert ratingiaightedequally.
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3.1.1.9.3 Assessment Result of Requirement:

REQ®C2X012- Architecture support for service subscription

Criteria for architecture Measure Relative CONVERGE Referenc
based expert rating Weight solution e
solution
Service Yes: 100 ©K 0.33 0.33*100= 33
Announcement No: 0 = KO 33
Interfaces for Yes: 106 OK 0.33 0.33*100= 33
Service Description No: 0= KO 33
Interfaces and Yes: 100 ©K 0.34 0.34*100= 34
functions for No: 0= KO 34
serviceoperation
SUM (partial) 1.0 100 100

Table29: REQC2X012- value-benefit matrix

Explanation:

The CONVERGE architecture has foreseen communication between backend service
providers and service consumers. In order to organize and establish this communication,
a service directory concept consisting of potentially distributed service directory entities
has been foreseen. This service directory is foreseen to provide mechdoisservice
announcements, service description and service description propagation.

Reasoning criteria assessments:

The service directory functions and interfaces have been designed and implemented by
different participants of the CONVERGE-SRX The irdrface specification underwent
several reviews and was finally tested during several workshops.

3.1.1.10 REQC2X013 Architecture support for software download

arhe CONVERGE architecture shglport all necessary processes for software
downloadé¢

Criterion:
1 Connectivity
The architecture must provide the connectivity to allow remote SW downloads.

This includes management of the required bandwidth, QoS and error correction
mechanisms.
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REQRC2X013 Architecture support for software download

Criterion for Measure Relative CONVERGE Reference
architecture based Weight solution solution
expert rating

Connectivity Yes: 100 ©K 1.0 100 100
No: 0 =KO

SUM (partial) 1.0 100 100

Table30: REQ_C2R13 criterion forbinary assessment

Note:
1. All the functions specially needed for SW generation, installation on the devices
or servers, starting, stopping etc. are seen as outside of theSBR2Znd must be
provided on top by the respective providers of the SW and dsvice

2. Connectivity is EOcriterion for the Car2X Systems Network

Explanation:

The CONVERGE system provides a full range of connectivity by using cellular technology
and ITS G5. When ITS G5/B and ITS G5/C are enabled, IP based communication over these
links is also possible. This enables remote software downloads. Bandwidth management
and QoS are provided by the system itself. Error Correction is done by upper layer
protocols, e.g. TCP.

3.1.1.11 REQC2X014 Architectural supporto install and uninstall software

arhe CONVERGE architecture shgiport all necessary procesdesnstall and
uninstall softwareg

Criterion:
1 Connectivity
The architecture must provide the connectivity to allow remote SW downloads.
This includes management of the required bandwid@oS and error correction
mechanisms.
Furthermore connectivity is required to allow remote Siviinstallation.

REQC2X014 Architectural support for software installation

Criterion for Measure Relative CONVERGE Reference
architecture based Weight solution solution
expert rating

Connectivity Yes: 100 ©K 1.0 100 100
No: 0 =KO

SUM (partial) 1.0 100 100

Table31: REQ_C2R14 criterion for binary assessment
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Note:
1. All the functions specially needed for S@éneration, installation, and
uninstallation on the devices or servers, starting, stopping etc. are seen as outside
of the C2XSN and must be provided on top by the respective providers of the SW
and devices.

2. Connectivity is EOcriterion for the Car2X6ystems Network

Explanation:

The CONVERGE system provides a full range of connectivity by using cellular technology
and ITS G5. When ITS G5/B and ITS G5/C are enabled, IP based communication over these
links is also possible. This allows (remote) software installationuairgstallation. By

using secure communication channels with E2E encryption this process is safe.

Bandwidth management and QoS are provided by the system itself. Error Correction is
done by upper layer protocols, e.g. TCP.

3.1.1.12 REQC2X015 Architectural support for stoppingervice

oThe CONVERGE architecture shgdports necessary processes for service stop.

3.1.1.12.1 Weighted Criteria System:

Service stop announcement
(0.5/0.5)

REQC2X015
Architecturealsupport for stopping

service _ _
Interfaces and functions for service

stop operation
(0.5/0.5)

Figure9: REQC2X015: weighted criteria system
Criteria

1 Interfaces and functions for Service stop announcements
The architecturenust provide a way to let thee®viceProvider inform the
subscriber of a certain service about stopping of this service.

1 Interfaces and functions for service stop operation:
The architecture must provide basic interfaces and functtbas are needed to
operationallyperform the disconnection of aeBrviceProvider and a service user
when a certain service is not provided any more (and thus has to be stopped)
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3.1.1.12.2 Deduction of weights:

The architectural assessment criteria evaluated in thgeetrating are weighted equally.

3.1.1.12.3 Assessment Result of Requirement:

REQC2X015 Architecture support for stopping a service

Criteria for architecture  Measure Relative CONVERGE Reference
based expert rating Weight solution solution
Interfaces and Yes: 106 OK 0.5 0.5*100= 50

functions for No: 0 = deficient 50
Service stop
announcements
Interfaces and Yes: 100 ©K 0.5 0.5*100= 50
functions for No: 0 = deficient 50
service stop
operation
SUM (partial) 1.0 100 100

Table322 REQC2X015- value-benefit matrix

Explanation:

Within the CONVERGE €2, it is foreseen that services can be stopped by service
providers if they intend to no longer provide this service to service consumers. Service
consumers have to be informed by such a service stop.

Reasoning criteria assessments:

Services can be actively deleted from a service directory. The deletion of services is
propagated through the CONVERGE-SRIX

Although the CONVERGE XX architecture des not explicitly foresee an active
announcement of service stops, service descriptions can be iatedicor announced
with an expirytime such that a service consumer is informed about a service stop.

3.1.1.13 REQC2X016 Architectural support for unsubscribirgservice

arhe CONVERGE architecture shglports necessary processes for the service user to
unsubscribe service stop. Furthermore it shall support to disconnect a service prévider
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3.1.1.13.1 Weighted Criteria System:

Service usage stop announcement
(0.5/0.5)

REQC2X016

Architectural support for unsubscribing
service

Disconnecting serivce provider
(0.5/0.5)

FigurelO: REQC2X016: weighted criteria system

Criteria

i Service stop announcement
The architecture must provide a way &t the service user inform theegvice
Provider about its will to stop using the service.

i Disconnecting service provider:
The architecture nmast provide basic interfaces and functions that are needed to
operationallyperform the disconnection of aesvice provider and a service user
when a certain service is not provided any more (and thus has to be stopped)

3.1.1.13.2 Deduction of weights:

The architectual assessment criteria evaluated in the expert ratingveegghtedequally.

3.1.1.13.3 Assessment Result of Requirement:

REQC2X016 Architectural support for unsubscribing a
service

Criteria for architecture Measure Relative CONVERGE Reference
based expert rating Weight solution solution
Interfaces and Yes: 100 ©K 0.5 0.5*100= 50

functions for No: 0 = deficient 50
unsubscribe
announcements
Interfaces and Yes: 100% = ok 0.5 0.5*100% 50
functions for No: 0% = =50
unsubscribe deficient
operation
SUM (partial) 1.0 100 100

Table33: REQC2X016- value-benefit matrix

Explanation:
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The CONVERGE €2X foresees mechanisms for service providers to actively push data
to service consumers. In order to stomlata push, a service consumer has to be able to
inform a service provider about the stop.

Reasoning criteria assessments:

As service consumers actively retrieve data from service providers, service consumers can
stop receiving data at any time. In thatsgga an active stop announcement is not
necessary.

The CONVERGE €&Xalso foresees a Bridge component which can be seen as a proxy
for multiple service consumers. This proxy provides interfaces to service consumers to
get informed when a service consumnismo longer interested in a service.

3.1.1.14 REQC2X017 Architectural support to provide communication status

oThe CONVERGE Architecture enables the provision of communicationéstatus.

3.1.1.14.1 Weighted Criteria System:

Determine communication
ENTITS
(0.33/0.33)

REQC2X017 Request communication status

Architectural support to provide
communication status OESOE)

Best suited communication
network
(0.34/0.34)

Figurell: REQC2X017:weighted criteria system

Criteria

1 Determire available communication networks:
An actor within the Car2X Systems Network (e.g. service, IVS) can determine all
available communication networks

1 Request communication status:
An actor within the Car2X Systems Network can request the status (e.qg.
availability, costs) of dedicatedcommunication network

i Best suited communication network:
An actor within the Car2X Systems Network can ask for the best suited (based on
e.g. QoS ,asts) communication network
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3.1.1.14.2 Deduction of weights:

The architectural assessment criteria evaluated in the expert ratingraightedequally.

3.1.1.14.3 Assessment Result of Requirement:

CONVERGE @

REQC2X017 Architectural support to Solutions
provide communication status

Criterion

Determine

available

communication

networks

Request

communication

status

Best suited
communication

network

SUM (partial)

Table34: REQC2X017- value-benefit matrix

Note: each criterion is KOcriterion for the Car2X SysnsNetwork.

Explanation:

In chapter 7.1 and 6.1 @eliverable D4.8Architecture) the Service Provider/IVS
Architecture is described. Within this architecture 3 components are defined that

Measure

Expert rating
Yes: 100 =
criterion met
No: 0 =KO

Expert rating
Yes: 100 =
criterion met
No: 0 =KO

Expert rating
Yes: 100 =
criterion met
No: 0=KO

Relative
Weight

0.33

0.33

0.34

1.0

CONVERGE
solution

0.33 * 100 = 33

0.33 * 100%= 33

0.34* 100 = 34

100

fulfill the criteria for communication status provision.

1. WhileaThe Communication Hub is responsible for mapping all outgoing messages

F g AfloftS ySaegz2N]
the available communication networks andfiils criterion 1. The Communication

Hub Management Interface shall provide a possibility allowing applications as

well as facilities to obtain network state information to estimate the current
network load. Both, applications and facilities shall usg itiormation to change

their communication behavior, e.g. by delaying uncritical messages in times of

YR ORE G

iNI TFAO 2yii2

low network capacity. This fulfills criterion 3

Within the Facility component a Quality of Service Functionality is described that
provides the status of the communication lirdkche QF uses this information to

Reference
solution

List of available
communication

networks
0.33 *100=33

List of status

information for a
communication

network
0.33* 100=33

Provision of a

communication

link
0.34 *100=34

100
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decide whether the QoS requirements have been met or not, and attaches this
information to the message. Applications have to decide if the message is then
AYy@rtAR 2N OFy adGdAatt 0SS dzaSRo¢

3.1.1.15 REQC2X018 Architecture support to invalidate a service

OA service becomes invalid because of a technical disruption

Criterion:

9 Invalid Service
The service inot available anymore. Its status is marked as temporal disrupted.

REQRC2X018 Architecture support to invalidate a service

Criterion for Measure Relative CONVERGE Reference
architecture based Weight solution solution
expert rating

Within the Yes: 100 ©K 1.0 1.0*100= 100
CONVERGE No: 0= KO 100

architectureit is

possible to mark a

service as temporal

disrupted.

SUM (partial) 1.0 100 100

Table35: REQC2X018: criterion for binary assessment

Note: this is a K.O criterion for the Cai@ystens Network

Explanation:

Services within the CONVERGE-8&Xmay be disrupted for a limited time. As these
services still exist in general and are only unavailable at the moment, this disruption of
service shuld be visible to service consumers.

Reasoning criteria assessments:

Service descriptions entries in the foreseen Service Directory can be easily extended with
information about temporal disruption of a service. The specification defines a list of
mandatory and optional fields, and also a version of its specification such that with new
versions of a specification, new fields can be added while keeping downwards
compatibility for existing service consumers and service providers.

3.1.1.16 REQC2X020 Actions asigned to technical roles

oAll actions (functions) of the Car2X Systems Network architecture are assigned to
technical role€
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REQ®C2X020 Actions assigned to technical roles

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
Every action is assigned to a technical rol 100 = 100 100
requirement
met
otherwise 0

Table36: REQ_C2X20 criterion for binary assessment

Note: this isnot a KOcriterion for the Car2X Systems Network.

Explanation:

Every action or functionality of the Car2X Systems Network is describbd.8and
assigned to an architectural component. As those consist of technical roles, every action
is also assigned to a technical role. However, it should be noted, that some necessary
mechanisms have been assigned to organizational roles; this are progdssbscan, or
should, not be performed by technical systems but organizations or the legislation. As this
is complementary to technical roles, this has no effect on the assessment of this
requirement.

3.1.1.17 REQC2X021 Technical roles covered by economic roles

aTechnical roles defined by the Car2X Systems Network are mapped to econ@nfic&l & @ ¢

REQC2X021 Technical roles covered by economic roles

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
Each defined technical role is covered by 100= 100 100
economicaloles requirement

met
otherwise 0

Table37: REQ_C2X21 criterion for binary assessment

Explanation:

A proposal for a mappingf technical roles to economical roles has been presented in
CONVERGE. The technical roles are derived from the system architecture. These
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technical roles are evaluated, if they canfolilled from an institution and if the role
can be operatecconomical. Following the overatétconomicaloll approach the
economicalolesare implicitly mapped to the technical roles.

3.1.1.18 REQC2X022 Roles for operating the system

arhe architecture defines a setfroles for the operation of the Car2X Systems
bSig2N] ©¢

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
Roles are defined to facilitate the 100= 100 100
operation of the Car2X Systems Network requirement

met
otherwise 0

Table38: REQC2X022criterion for binary assessment

Note: this isnot a KOcriterion for the Car2X Systems Network.

Explanation:

There are different roles defined in the Car2X Systems Network. There need to be Backend
Operators, Network Operators etc. as Describe®#h3to operate the Car2X Systems
Network.

3.1.1.19 REQC2X023 Roles can be taken by different actors

oRoles can be taken by different actdrs

REQ®C2X%023 Roles can be taken lmjfferent actors

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
The CONVERGE architecture is defined i 100= 100 100

such a way that each technical role can b requirement
taken bydifferent actors In addition each  met
technical rolecan beassigned to multiple

institutions.

otherwise 0
Table39: REQC2Xx023criterion for binary assessment

Note: this is &Ocriterion for the Car2X Systems Network.
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Explanation:

The CONVERGE Architecture is designed in such a way that each technical role can be
taken by one or several actors/institutions. That way redundancy can be designed into
the Car2X $stemsNetwork which reduces the risk of a single participant stalling or
holding up any technical process or implementation within the Systems Network.

3.1.1.20 RE@SR001 SR service / data advertisement

¢ KS aSNBAOS LINPOARSNI aKlftf FROSNIAAS | yR

REQSR001 SR, service / data advertisement

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
The CONVERGE architecture enables an 100=OK 100 100

service provider to advertise and provide
data to other service providers

Otherwise 0=KO

Table40: REQSRO0O0L1: criterion for binary assessment

This is &OCriterion: If this requirement is not fulfilled then the Car2X Systems Network
(i.e. the CONVERGE solution) has failed.

Explanation:

In addition to exceptional reliability and strong security of the system, the CONVERGE
architecture has to offer valuadded services launched by the service providers based on
advertising and providing data. Driven by own initiatives, the CONVE&Skynents
require massive scalability and intelligent managed network access including the service
providers access for their further work. The RE@®01 SP requires the possibility to
enable a service provider to advertise and provide data to other servimédars. The
CONVERGE solution fulfills this requirement.

Within the frameworlkdCar2X Systems Network Architectéi(eee the Figur@: Overview

on Car2X Systems Network Architecture from CONVERGEthe SPs are part of the
backend level. According to this framework the CONVERGE backend level consists of
components for the communication between the service providers themselves and
between the service providers and thergiee users. In the proposed solution the data
transmission from and to the SP is handled via different communication technologies like
wired-connection, LTE, or G5 over a secure gateway. However, the CONVERGE
architecture covers the requirement RESPO01 completely. With the proposed
CONVERG#Hochitecture awareness to an intelligent managed system will be achieved
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with an integrated service providdunction to advertise and provide data to other
service providers.

3.1.1.21 REQSR004 Service providers support carction oriented communication

aro enable connecticnriented communication between SP and IVS as specified in the
dzaS OF 4SSz (GKS aSNBAOS LINPPARSNI ySSRa G2 oS |

REQSR004 Service providers support connection orientednsmunication

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
The service provider is functionally and ~ 100= 100 100
technically able to provide a requirement

communication to the IVS for case as met.

specified

Otherwise 0

Table41l: REQSR004 criterion for binary assessment

Note: this isnot a KOcriterion for the Car2X Systems Network.

Explanation:

The CONVERGE architecture has foreseen several types of communication between a
backend service provider and an IVS. There are push mechanisms defined in the
Bridge/GEOM mechanism which consist of a Bridge/GEOM Proxy and Bridge/GEOM

Servers in the respest communication technologies. Bridge/GEOM Servers for Cellular

Radio and ETSI ITS G5 IRS Networks are implemented and tested in the Demonstrators

that CONVERGE has developed. Additionally direct unicast communication for push and

pull between server and obile client- the so called?2 S NJ G KS (2 LXisO2YYdzy A
still possible within the CONVERGE architecture concept. For detailslsee

CONVERGE has extended exgsttommunication concepts with the aforementioned
hierarchical Bridge/GEOM functionality. This provides a new way of efficient, hybrid
communication for data exchange between backend servers and mobile clients for push
as well as pulls type of services.

3.1.1.22 REQSR005_01 SPpush message to IVS

oService Provider: In case of any change in the system, the Service Provider shall send a
LJza K YS&aal3dS Foz2dzi GKS OKlFy3ISa (2 GKS NBaLISO
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3.1.1.22.1 Weighted Criteria System

Outcome rate
Efficiency of the Weight (abs/rel):0.7/0.25

outcome pushmessages
Weight (abs/rel): 0.5/ Time delay

0.5 Weight (abs/rel):0.3/0.25

REGSPR

501_001

Pushmessage Income rate

Weight (abs/rel):0.5/0.25

Efficiency of the income .
pushmessages Result of decoding
Weight (abs/rel): 0.5/ Weight (abs/rel):0.3/0.15
0.5

Delivery time
Weight (abs/rel):0.2/0.1

Figurel2. REQSRO05_01: weighted criteria system
wSt ISR OIENdenhcy 6f BeaoutfomepusmessagesWeight: 0.5/0.5

1 Whenever new content is available, the server (SP) pushes that information out
to the client that is registered for the service. The pusassage will be sent
immediately to multiple clients (IVS)

Outcome rat€(=| 1 0)4s defined as a relationship between the total numbers of
outcoming puskmessages processed per unit of time to the total number of system
changes, which should initiaemessage.

The outcome rate determines the Service Provider’s reaction to changes in the system.
Amount ofchanges in the system the Service Provider hadaandunt ofpushouts

were sent from SP in a given period of time.

B ¢£000éqOV®I i OQQ

B W e MHM wi 0 Qa

Where:

n is a particular number of an outcoming event;
N isthe total number of outcoming events;

m is a particular number of a change event;

M isthe total number of evethchanges;

T is a period of time.

Weight: 0.5/0.25
Time delay(tq) is defined as the time between registration of the changes in system and

pushes. Time delay is an expression of how much time it takes between an event und its
result.
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0 0 GOwQIQI & BIEE QUM wi 0 Qa4
0 Qa Qi & DN Qa O CID@I | ¢ "QQI

Weight: 0.5/0.25

wSt I i SR @I Eikienoyfo&hke intomd pudinessages
Weight: 0.5/0.5

1 In ca® of any changes related to events, the backend server SP sends a push
message to the IVS. The IVS shall be able to receive messages, to decode and
interpret them correctly and timely.

Income rate(=| 41 ) -is defined as a ratio of the total number afigh messages received
by the IVS related to the total number of messages transmitted by SP.

B Q& G& AcaDEEXY £"HO
B £000¢qoXQRI | @D

Y
Where:
n is a particular number of an outcoming event;
N is thetotal number of outcoming events;
k is a particular number of an incoming event;
K is the total number of incoming events;
T is a period of time.

Weight: 0.5/0.25

Result of decodin@f the push message by IVS. @¢ criteria. The criterion is defined
as a ratio between the total numbers of not decoded messages to the total number of
the incoming message by IVS.

B ¢£¢BRQOEQQANI O"QQ
B "¢ QW@ | DY

Y
Where
i is a particular number of anon decoded message
is the total number of thenon-decodedmessages;
is a particular number of an incoming event;

i
[
k
K is a total number of incoming events;
T is a period of time.

Weight: 0.3/0.15
Delivery time (q) is defined as time between transmission by SP and reception by IVS.
Q 0'Qa Qi 6 WH Q¢ QILTA @ Q) ~
0 Q& Qi 6 WD QwQGUAET "@ M Y
Weight: 0.2/0.1

Weight: 0.2/0.1
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3.1.1.22.2 Deduction of weights

Efficien f th . .
ciency otthe Outcome rate Time delay Sum Weight
outcome
Outcome rate 1 1 0.5
Time delay 1 1 0.5
Total: 2 1
Table42: REQSR005_01: weights for the suloriteria of aEfficiency of the outcome pusy S&a & 3S & ¢

Explanation:

The weight of the criterioaoutcome rateis the same as the weight of the criteridhime
delayd, because in both cases (not outcoming message or delayessage) the
application is not able to use the message for its service.

Eﬁ|g|ency of the Income rate Resqlt of Delivery time| Sum | Weight
income decoding
Income rate 1 2 3 0.5
Result of 1 1 2 | 03
decoding
Delivery time 0 1 1 0.2
Total: 6 1

Table43: REQSR005_01: weights for the suloriteria of aEfficiency of the income pushf S&a & 35 4& ¢

Explanation:

1 The weight of the criteriodincome raté is the same as the weight of the criterion
aresult of decoding, because the criteriotincome rate has not a real value, if the
push message cannot be decoded.

1 The weight of the criteriodincome rate is the same as the weight of the criterion
aresult of decoding, because the criteriodincome raté& has not a reabalue, if the
push message cannot be decoded.

1 The criteriondincome raté& has a higher weight than the criteri@delivery time,
because the reception of a push message is more important than how long it took.

1 The weight of the criterioddelivery time is the same as the weight of the criterion
aresult of decoding, because the criteriotdelivery time has not a real value
without the decoding of the push message.

1 The weight of the criteriodoutcome rate is the same as the weight of the criterion
¢time delay, because both criteria have an essential influence of the system
functionality.
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3.1.1.22.3 Assessment Result of Requirement

Criterion Measure Relative CONVERGE Reference
Weight . solution
solution
Outcome Ratio, in[%] 0,25 100% 100%
rate , B €000E @i &
Y B GhE OB Gf 5 0¢ A 0.25*100 0.25*100 =
Y =25 25
Time delay Time in milliseconds 0,25 157 ms Max{0}<200
0 ‘ 0.25*60=1¢ M°
S 0.25* 60 = 1¢
0 Gda QaQi & @D e "QOHFMI wi o
604 Qi & dDN Qo G AW | FOO
Income Ratio, in[%] 0.25
rate
y 106 100%
Y B Q¢ H£ GCaDEXY £"¥0

0.25*100=2 0.25*100=2

B £600¢qa@ | @ald

Result of Ratio, in[%)] 0.15 100% 100%
decodin
9 ‘ B :iBOGERODI GOC 0.15*100=1 0.15*100 =
Y B 0 Gf WM 0 Gy 15
Delivery Time in milliseconds, latency 0.1 400 ms medium
time classes (very high >500ms, 01*60=6 latency
high 250mg; 500ms, medium ' classes:
100-250ms, low <100ms) Max{Q }<500
ms
Q
606 Qi & WD) Q& QIO TY &awD 0.1*60=6
0 'Qa Qi & DN QG Q BUNRE @b T "
SUM 1.0 86 86

(partial)

Table44: REQSR005_01: valuebenefit matrix
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Explanation:

In the CONVERGE demonstrator, the SP pushes wragdriver warning messages
(WWDW) over the various backesgstemsto the vehicles. The decision to forward this
messagés hardg A NS R Ayidi2 (GKS {tX Ia GKSNB Aa y?2
WWDW message Additionally, the consortiuraupposes that a reaborld SP will also
forward such messages in all conditions.

Therefore each of the 16.424 messages receivetheySP have been forwarded to the
vehicle and be decoded there, which results in the 100% fulfillments for the criterions
outcome rate income rate and result of decoding.

After leaving the incoming communication network in direction to the SP, the messa
took on average additional 400 ms until they were delivered on the vehicles. This value is
supposed to bean upper bound, as no optimizations regarding session/connection
handling have been made.

Furthermore the 16.424 messages, have been deliveretie¢dackendsystemsin 157
ms in average, with a standard deviation of 95.609. 95 % of all messages are transported
to the backendsystemsin under 217 ms.

Reasoning criteria assessments:

REQGSR005 01 SPpush message to IVS Value CONVERGE
Time delay Solution:
<50 ms 100 157 ms (60)
<100 ms 80
<200 ms 60 = criterion

met
< 300 ms 40
<500 ms 20
> 500 ms 0 =deficient

Table45: REQSR005_01 SPpush message to IV ime delay

REQSRO005_01 SPpush messagéo IVS Value CONVERGE
Delivery time Solution:
<200 ms 100 400 ms (60)
< 350 ms 80
<500 ms 60 = criterion

met
< 800 ms 40
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<1ls 20
>1ms 0 =deficient

Table46: REQSR005_01 SPpush message to IV ime delay

3.1.1.23 REQSRO005_02 SPregistration for traffic data (via C2X)

¢ { SNIAOS tShnkcePloRdemMsivall redistsr itself for traffic iormation from a
traffic-data @rvicePN2 @A RS NJb ¢

REQSR005 02 SPregistration for traffic data (via C2X)

Criterionfor architecture based expert Value CONVERGE Reference
rating Solution: Solution
The service provider has a registratiol 100= 100 100

for traffic information from a traffie requirement

data service provider. met.

Otherwise 0

Table47: REQSR005_02: criterion for binary assessment

Note: This iiot a KOcriterion for the Car2X Systems Network.

Explanation:

The CONVERGE architecture has foreseen functionalities provided by service providers
offered to serviceconsumers to register for information. The above mentioned
requirement describes, that a“3party service provider acts as a service consumer and
registers for traffic information from a traffidata service provider. The CONVERGE
Service Directory supports the search e.g. for appropriate trdfie service providers

and provides detailed infonation about the provided content as well as the
corresponding interface description. The registration for traffic information and the
exchange of traffic information between a service consumer and a service provider has
been implemented and tested in HOICONVERGE validation scenarios (Wrong Way Driver
Warning and Logistics Scenario).

CONVERGE has implemented state of the art standards where possible and available to
demonstrate portability of the reference implementation.
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3.1.1.24 REQSR005_03 SR data provigon to registered IVS

oService Provider: registered customers receive an update of requested data on a
NEJdz F NI & 2NJ S@Syid RNAGSY ol araT Soe3ad (NI @St

REQSR005_03 Sk data provision to registered IVS

Criterion forarchitecture based expert Value CONVERGE Reference
rating Solution: Solution
An IVS that registered at a service provide 100=OK 100 100

should be able to receive updates of
requested data (on a regular basis or
eventbased).

otherwise 0=KO

Table48: REQSR005_03: SP criterion for binary assessment

Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:

The CONVERGE architecture has foreseen several types of communication between a
backend service provider and an IVS. There are push mechanisms defined in the
Bridge/GEOM mechanism which consist of a Bridge/GEOM Proxy and Bridge/GEOM

Servers in the respest communication technologies. Bridge/GEOM Servers for Cellular

Radio and ETSI ITS G5 IRS Networks are implemented and tested in the Demonstrators

that CONVERGE has developed, however the concept defined in the CONVERGE
architecture is not limited to thostechnologies (e.g. it could be extended to a broadcast

technology). Additionally also direct unicast communication for push and pull between

server and mobile clientthe so called2 @S NJ (1 KS (i 2 LI is Sk poasitiy A O G A 2y
within the CONVERGE aitelsture concept. For details sé#4.3

CONVERGE has extended existing communication concepts with the aforementioned
hierarchical Bridge/GEOM functionality. This providesew way of efficient, hybrid
communication for data exchange between backend servers and mobile clients for push
as well as pulls type of services.

3.1.1.25 REQComNet001 Deliver messages to the desired recipients

pu
(s}
Qx
>
Z
&
¢
P
Cy

dThe communication system is ableto delivéd@m a  3Sa (2 GKS
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REQComNet001 Deliver messages to the desired recipients

Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
The communication network is functionall 100=0OK 100 100

able to transport amessage from a sende

to a specified recipient.

Otherwise 0=KO

Table49: REQ@ComNet001: criterion for binary assessment

Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:

aSaal3asSa Oty 0S RSEAGSNBR (2 GKS RSAANBR NBO
mechanisms. Vehicular ITS Stations send messages to the backend either directly, using

mobile networks, or indirectly via ITS G5 to an ITS Roadside Station, whichdstedn

to the backend. Thisnessage flowthrough the IRS Communication Networkn be

implemented throughthe5 | G t N2 E& ¢ O2 Y LR Ys8ep4i3khaey5.3 w{ I YR
for more information)

Service Providers can distribute messages into the Communication Network using the
GeoMessaging mechanisms, as describdddir3chapte 4.1.20GeoMessagirng

3.1.1.26 REQComNet002 deliver messages in time

GThe communication system is able to deliver messages in a timely manner such that a
deadline limit for the transmission of a safalevant message can be met. The
communication participarst retrieve information from the communication networks
regarding transmission latency and transmission status (e. g. acknowledgeiment).
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3.1.1.26.1 Weighted Criteria System

99.9percentile
(0.5/0.5)

Deliverytimes of

REQComNet002 safetyrelevant =Bpereznl

(0.25 / 0.25)

Deliver messages in messages

time
(01/1)

Impactof network load
on deliverytime
(0.25/0.25)

Figurel3: REQComNet002: weighted criteria system

Most importantis the delivery of safety relevant messages within a certain time limit. This
should be as independent of system/network load as possible.

Impacts caused by providing information on message delay and on information status are
of minor importance and therefore naonsideredor the assessment.

3.1.1.26.2 Deduction of the weights

Delivery times of safety messagels:is most important that the system aglly delivers

the messages within a certain time. This is more important than getting information from
the network about the expected delivery time or the transmission status. Both of these
are regarded as equally important

Efficiency of the Impact of
lency 99.9 percentile | 95 percentile | network load on| Sum | Weight
income . .
delivery time
99.9 percentile 2 2 4 0.5
95 percentile 0 1 1 0.25
Impact of
network load on 0 1 1 0.25
delivery time
Total: 6 1

Table50: REQComNet002: weightsoDelivery times of safety relevant messages

99.9 percentile: it is most important that most messages are delivered in time

95 percentile: it is important that most messages are delivered in time, regardless of
network load.
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3.1.1.26.3 Assessment Result of Requirement

REQComNet002: Deliver messages in time

CONVERGI Reference

Criterion

Delivery times

of safety
relevant

messages / 95

percentile

Delivery times

of safety
relevant

messages / 99

percentile

Delivery times

of safety
relevant
messages /
Impact of

network load on

delivery time

SUM (partial)

Table51: REQComNet002: valuebenefit matrix

Explanation:

Measure

milliseconds

milliseconds

Additional ms for 95
percentile per 10%
network load

Relative
Weight

0.25

0.5

0.25

1.0

solution

25

50

25

100

CONVERGE @

solution

<100 ms
0.25*100 =25

<120 ms:
0.5* 100 =50

<5 ms:
0.25*100 =25

100

This requirement aims at evaluating the capacity of the CONVERGE system to deliver
safety relevanimessages (whether they aréAl or DENM messages) within 186. It
also considers the scalability of the system regarding the delivery time for an increasing

number of vehicles.

3.1.1.26.4 Assessmendf Requirement Criteria

All assessments of the criteria are basedsystemlevel simulations.

REQComNet002 Deliver messages in time

Delivery times of safety relevant messages / 95 percentile

Criterion for simulationc linear decrease

<100 ms

Value

100

CONVERGE
Solution:

100
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>100 ms 0

Table52 REQComNet0OXriterionos St A SNE GAYSa 2F al ¥FSGeé NBtSolryid v

w
Q)¢
A

ReasoningThe CONVERGE solution is capable to provide a 95 Percentile delivery time
below 100 ms.

REQComNet002 Deliver messages in time

Delivery times of safety relevant messages / 99 percentile

Criterion for simulationc linear decrease Value CONVERGE
Solution:

<100 ms 100 100%

>100 ms 0

Table53: REQComNet002criterionoDelivery times of safety relevarly Sa al 3Sa «k  dhd LISNOSY G Af S

ReasoningThe CONVERGE solution is capable to provide a 99 Percentile delivery time
below 100 ms.

REQComNet002 Deliver messages in time

Delivery times of safety relevant messages / Impact of network load on delive
time

Criterion for simulatiort linear decrease Value CONVERGE
Solution:

<10 ms/ 10% 100 100 %

>10 ms /10% 0

Table54: REQComNet002criteriondDelivery times of safety relevant messages / Impact of network
t2IR 2y RStAOSNE (AYSE

ReasoningThe CONVERGE solution based on the hybrid utilization-GHB8d LTE
Technologies (both LTE unicast and broadcast) scales well with an increasing number of
users in terms of delivery time. This means, that an increase of the number of asers h

a limited impact in the delivery time of safety relevant messages. In particular, the LTE
broadcast solution can support any number of users in the service area without any
impact on the delivery time as a result of petotmultipoint transmissions (ogto-

many).
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3.1.1.27 REQComNet003 congestion handling

arhe communication system is able to handle situations where a very large number of
IVSs is present within a limited geographical area (e. g. TPC or TRC in ET8I TC ITS).

3.1.1.27.1 Weighted Criteria System

Communication latency within cell
area
(0.3/0.3)

REQComNet003
The communication system is able to Packet loss

handle situations where a very large (0.4/0.4)
number of nodes is present within a cell

Number of nodesesent within a cell
(0.3/0.3)

Figurel4: REQComNet003: weighted criteria system, hybrid communication system

3.1.1.27.2 Deduction of the weights

communication latency Packet loss Saturatio sum Weig
withinaO St f | nofod S f ht
communication

latency within the 2 2 4 0.3

service area

Packet loss 0 0 0 0.4
_System co_ngest|o 0 5 5 03
in the service ared

Total: 6 1

Table55: REQComNet003:weights on top level

All criteria are similarly weighted because all of them are measures of how good the
network can handle congestion/high volume of traffic. Packet loss in the case-GbITS
communication networks represents a good measure for congestions/traffic handling. For
this reason it has a higher weight.

3.1.1.27.3 Assessment Result of Requirement

All assessments of the criteria are based on sydwmral simulationsfor a hybrid
communication system

Criterion Measure Relative CONVERGI Reference
Weight  solution solution
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communication  Latency classes (very 0,3 30 Depends on
latency within high >500ms, high specific UC (need
the service area 250ms¢ 500ms, to meet UC

medium 106250ms, requirements):

low <100ms) 0.3 *100= 30
Packet loss Percent of lost 0,4 40 <0.1%:

packages 0.4 *100 =40
System Ratio of current Mobile 0,3 30 >80% Capacity:
congestion in Nodes vs Total number 0.3*100 =30

the service area of Mobile Nodes
possible in the service
area (100% Capacity)

SUM (partial) 1.0 100 100

Table56: REQComNet003: valuebenefit matrix, cellular communication system

Explanation:

This requirement aims at evaluating the capacity of the CONVERGE system to cope with
channel congestion in terms of communication latency and packet loss.

Reasoning criteria assessments:

The hybrid approach of CONVERGE enables low latency communieitidow packet

losses and good scalability against system congestion as a result of combining the LTE
unicast, LTE broadcast and-l3S technologies. In particular, the QoS mechanisms of LTE
unicast (i.e. adaptive coding and modulations plus retransmis$ican maintain the
packet error rate below 10% in the majority of situations, whereas the goimultipoint
philosophy of LTE Broadcast can potentially support an unlimited number of users in the
downlink. ITS55 on the other hand enables very low llagges for direct communication
between vehicles.

3.1.1.28 REQComNet004 Geographical area information
arhe communication network tells the Car2X Systems Network which geographical areas
Al Oly aSyR YSaal3aSa (2 o¢

REQComNet004 Geographical area information

Criterion for network behavior/coverage  Value CONVERGE Reference
Architecture based expert rating Solution: Solution
(supported with measurement)

The communication network covers the 100=0K 100 100
desired geographical area.

55



CONVERGE (e

The communication networoes not 0=KO
cover the desired geographical network.

Table57: REQComNet004 criterion for binary assessment
Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:

The information is provided to the service directory from the communication networks as
defined inD4.3interface BC2.

3.1.1.29 REQComNet005 A broadcast mechanism is available

oThe communication network provider offers a mechanism to broadcast information.

REQComNet005 A broadcast mechanism is available

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
The communication networgrovider ha 100=0K 100 100

technical means to broadcast information.

The communication network provider hka 0=KO
no technical means to broadcast
information.

Table58: REQComNet005 criterion for binary assessment

Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:

The Geomessaging Solution is integral part of the CONVERGE system. It enables
disseminating a message to all users within the geographical region for which the message

is relevant.

In additiontheee NA RIS O2y OSLIi Syl of Sa dzaSNAR (2 &dz ac
contain interesting messages for these users.

The Geomessaging Solution is compatible with broadcast technologies such as eMBMS. If

a mobile communication network pvider (MNO) has such a broadcast technology

installed in the Radio Access Network (RAN), it can be used to broadcast messages
otherwise a unicast solution is used.

If an IRS Network provider has IRSs installed in the geographic area for which a certain
message is relevant, these can be used to disseminate these messages as well.
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3.1.1.30 REQComNet006 correct message delivery

arhe communication system is able to deliver messages correctly in terms message is
y2i O2NNHzLIJi SRd¢

REQComNet006 Correct messageelivery

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
The CONVERGE architecture provides 100=0K 100 100
mechanisms to discard messages being

corrupted.

otherwise 0=KO

Table59: REQ@ComNet006 criterion for binary assessment

Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:

Messages which are used within the CONVERGE system need to be signed with an
authorized pseudonym certificate. Upon reception, ealtient can verify whether the
message was sent by an authorized station. If a message turns out to not be signed by a
valid certificate, it will be discarded.

3.1.1.31 REQIRS001 IRS is able to aggregate information

0An IRS is able to aggregate information, whis been received over one of its
interfaces, to save bandwidth and generally reduce the amount of data, which needs to
60S LINPOSaaSR o0& &aSNWAOS LINPOARSNA 2NJ 20KSNJ L

Requirement REQRS001

Criterion for architecture based experating Value CONVERGE
Solution:
IRS is able to aggregate information 100= 100
requirement
met
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otherwise 0

Table60: REQIRS001 criterion for binary assessment

Explanation:
An IRS is able to aggregate information, whichidess received over one of its interfaces,

to save bandwidth and generally reduce the amount of data, which needs to be processed
by service providers or other IRS network instances

Reasoning criteria assessments:

The aggregation of information is in ressioility of the respective application. Therefore

the IRS needs to be able to host such application. This is true and is described in
requirementoREQIRS002- IRS architecture supports application hostiag

3.1.1.32 REQIRS002 IRS architecture supports applicati hosting

oThelRS architecture shall allow hosting of applicatibrds

3.1.1.32.1 Weighted Criteria System

Interfaces and functions for service
can start/stop announcements
(0.5/0.5)

REQRS002

IRS architecture supportgpplication
hosting

Interfaces and functions for service
can start/stop operation
(0.5/0.5)

Figurel5: REQIRS002:weighted criteria system

3.1.1.32.2 Deduction of weights

The architecture assessment is based on two equally impodatgria. The metrics for
the architecture assessment are given in the following table.
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3.1.1.32.3 Assessment Result of Requirement

REQIRS002 IRS architecture supports application hosting

Criterion for Measure Relative CONVERGE Reference
architecture based Weight solution solution
expert rating

Interfaces and functions Yes: 100 = 0.5 0.5*100= 50
for service can criterion met 50

start/stop No: 0 =KO

announcements

Interfaces and functions Yes: 100= 0.5 0.5*100= 50
for service can criterion met 50

start/stop operation No: 0 =KO

SUM (partial) 1.0 100 100

Table61l: REQIRS002: criteria architecture assessments (see figure above)

Explanation:

Interfaces and functions for service can start/stop operation

It should be possible to install and run applications on an IRS. If so, the requirement is fully
YSGI gKAt S RAaktBeNibrithe SRS s fioRcapalle of hosting applications.

Interfaces and functions for service can start/stop announcements

It should be possible for services to be announced via G5. If so, the requirement is fully
YSGZ gKAES 20KSNBAaS A0Qa RSTAOASYOH la GKS
but still can host applications.

Reasoning criteria assessments:

Interfacesand functions for service can start/stop operation

This is true, as of the integration of an O&&imework Interfaces and functions located
in a bundle can be stopped and started at any given tima wiab interface or a Telnet
Connection of the OSGramework.

Interfaces and functions for service can start/stop announcements

True, cause a defined service &arnunciationwill stop or start theannouncement
process when the bundle (service) gets stopped or started, as provided by the
implementation of tle ServiceAnnouncementMechanism.

3.1.1.33 REQIRS003 Architectural support for IRS to provide service announcements

aThe IRS architecture shphovide service announcements.
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REQIRS003- Architectural support for IRS to provide service announcements

Criterionfor architecture based expert Value CONVERGE Reference
rating Solution: Solution
IRS is able to send SAM messages. 100= 100 100
requirement
met
otherwise 0

Table62: REQIRS003 criterion for binary assessment

Note: this isnot a KOcriterion for the Car2X Systems Network.

Explanation:

Therequirementdefines if an IRS is capable of sending SeArc®uncemeniMessages.
This includes creating a SAM message and sending it over CCH.

Reasoning criteria assessments

Specification and implementation of ServidgenouncemeniMessages as well as the
Service Announcement Mechanism was done in CONVERGE. Both based on ETSI
StandardETSI TS 102 820 For implementation se8erivceAnnouncemer@SGi
Bundles on IRS developedlityv saar

3.1.1.34 REQIVS005 (DENM) message includes destination area information

arhe message shall comprise a destination area to ensure an efficient distribution of the
ALISOATAO YSaal 3Saos¢

REQIVS005: (DENM) messagecludes destination area information

Criterion for architecture based expert Value CONVERGE Reference
rating Solution: Solution
Outgoing DENM messages include 100= 100 100
destination area information. requirement

met
Otherwise 0

Table63: REQIVS005criterion for binary assessment

Note: This igiot a KOcriterion for the Car2X Systems Network.
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Explanation:

This requirement is fulfilled by thear2X Systems Netwdrkplementation of CONVERGE.
For the Messages we use the DENM spmtifin defined in ETSI EN 30Z76&3(V1.22).

But this standard contains only the relevance area which calculated by combining the
ceventPositiol (EN 302637, Annex B.4) and the darelevanceDistancé (EN 302637,
Annex B38). ADENM is contained in a GeoNetworking package which is defined in ETSI
EN 302 63®-1 (V1.2.1). The destination area for a DENM is defined in clause 8.8.5.

3.1.1.35 REQIVS017 (C2X) Provide network quality indicators

oNetwork quality indicators are available and measurable.
REQIVS017 (C2X) Provide network quality indicators
Criterion for the performance of the Value CONVERGE Reference

communication system Solution: Solution
architecture based expert rating

The communication system is able to get 100= 100 100
key performance indicators (KPIs) which requirement

describe also the network quality. met

KPlsare not available 0

Table64: REQIVS017 (C2X) criterion for binargssessment

The KPI of the communication system should be measurable (e.g. current LTE RSSI,
RSRQ.). For G5 channel utilization can be measured (#received messages, DCC trigger).
Note: This iiot a KOcriterion for the Car2X Systems Network.

Explanation:

The system is able to deliver mobile network KPIs. For 2G/3G/LTE standard KPIs like RSSI,
ECIO, RSRP, RSRQ and SNR are available.

The software interfaces of the I7&b part are able to deliver the network utilization. The
DCC feature of ITS G5 also neadhsnformation.

By measuring such information the system is able to decide, e.g. when to use which
transmission channel or to delay ngmiority messages until the channel is free.

3.1.2 Security Regirements Assessment

The following section contains the defiohs and assessments of requirememngtated
to data security and privagyvhich need to beuifilled for the Car2X Systemgtork.
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3.1.2.1 Security Profiles

The security profiles do not serve as generic requirements for CONVERGE, but can be
applied to certain ge cases as recurringroup of requirements within CONVERGE.
However, as CONVERGE oftermified security architecture for its participants, most
security profiles can be evaluated without knowledge of concrete use cases, but by
evaluating the security architecture alone.

3.1.2.1.1 REQSEEPR001¢ Authorized pseudonymous to anonymous

Requirement, se®1.1[Ref. 1] The initiating actor shall use an authorized pseudonym.
All other participating entities shall remain anonymous.

3.1.2.1.1.1 Weighted Criteria System

Cryptographic
quality of
pseudonym
(0.45/0.225)

Authorized pseudonym

on sendefs side :
(0.5/0.5) Avoidance of

REQGSEEPR001 pseudoidentifiers
Authorized (0.1/0.05)

Pseudonymous to
Non-linkability of
. : , pseudonyms
Passive Receiver (0.5/0. (0.45/0.225)

Anonymous
Figurele: REQSE@PRO001: weighted criteria system

Criteria
 1dziK2NAT SR LASdzR2yeyY 2y &aSyRSNDa &aiARSY (K
pseudonymous identy to authenticate its message

o0 Cryptographic quality of pseudonym: which cryptographic algorithms
and parameters are used to generate the pseudonym?

o0 Avoidance of pseudaentifiers: which kind of nombvious identifiers
are transmitted along with the pseotdym? (e.g., IP address, application
layer payload)

0 Nonlinkability of pseudonyms: can the receiver link different
pseudonyms to real identities (e.g., connecting pseudonyms and create
usage profiles spanning several pseudonyms)

i Passive Receiver: the message is simply received, the receiver does not provide
any information about its identity nor acknowledges the reception

3.1.2.1.1.2 Deductionof the weights

Cryptographic . . .
quality of Avo@ancg pf Nortlinkability of Sum Weight
pseudaeidentifiers pseudonyms
pseudonym
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Cryptographic

quality of 1 3 0.45
pseudonym

Avoidance of
pseudoidentifiers 0 0 0 0.1
Nontlinkability of 1 . 048

pseudonyms
Total: 6 1.00

Table65: REQSEEPR001 weightsd Lthorized pseudonym onsender side

Explanation: Different importance
i The criteriondCryptographic quality of pseudonyris more important than
OGAvoidance of pseudalentifiers because pseudalentifiers can always be
introduced at the application layer and is therefore not completely covered in

CONVERGE.

i The criteriondNortlinkability of pseudonynisis more important than
OGAvoidance of pseuddaentifierst because pseudalentifiers can always be
introduced at the application layer and is therefore not completely covered in

CONVERGE.

Explanation: Equal importance

9 The criteriondCryptographic quality of pseudonygns equally important t@Non-
linkability of pseudonymisbecause bth form the foundation for privacy
preserving authorization. If one of them is violated, the privacy protection is

impacted.

3.1.2.1.1.3 AssessmerResult of Requirement

REGSEEPR001: Authorized pseudonymous

to anonymous

Criterion

Cryptographic
quality of
pseudonym

Avoidance of

pseudeidentifiers

Nornrlinkability of

pseudonyms

Measure

Expert
rating

Expert
rating

Expert
rating

Relative
Weight

0.225

0.05

0.225

CONVERGE
solution

0.225*70 =
15.75

0.05*0=0

0.225 * 80 =
18

Reference solution

Not breakable within 20
years using limited
computation power:
0.225* 100 = 22.5

No pseudadentifiers in
pseudonym:
0.05*100 =5

Pseudonyms cannot be
linked to each other:
0.225*80 =18
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Passive receiver  Expert 0.5 0.5*100 =5(C The receiver does not se
rating anything within this
exchange of information
0.5*100=50
SUM (partial) 1.0 83.75 95.5

Table66: REQSE@PRO001: valuebenefit matrix

Explanation:

Thisassessmenis applicablefor the typical oneto-many ITS attoc communication. An
authorized pseudonymous user sends CAMs or DENMs to all adjacent nodes. Those stay
anonymous to the sender. The pseudonym in that case is a pseudonymous certificate for
ITS G5 communication, issued by thd. K€y technologies are ECDSA over NIZH6P

and SHA56.

The overall rating is low because of protocol flaws in the application payload and secure
message protocol, which both adhere to international standards.

3.1.2.1.1.4 Assessmenif Requirement Criteria

REQSE@PR001¢ Authorized pseudonymous to anonymous
Cryptographic quality of pseudonym

Criterion for architecturebased expert rating: Value CONVERGE
Solution:
Not breakable within 20 years using limited 100 70

computation power

Not breakable within 1%§ears using limited 70
computation power

Not breakable within 10 years using limited 50 =criterion
computation power met

Breakable within less than 10 years using limited 0 =deficient
computation power

Table67. REQSE@RO001: criterioncONE LJG 2 ANI LIKA O ljdz- t AGe@ 2F LASdzZR2y&VYé

Reasoning:

NISTconsidersECDSA over NIST286 and SHAR56 to be secure in 2030 and beyond
(according tchttp://www.keylength.com/en/4/).

The BSrecommendations (2015) do not differentiate from 2021 and above.
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The selection okey lengthwas done according to the current standard. However, longer
keys are always possible.

REQSE@PR001 ¢ Authorized pseudonymous to anonymous

Avoidance otrchitecturebasedpseudacidentifiers

Criterion for expert rating: Value CONVERGE
Solution:
No pseudeidentifiers in pseudonym 100=criterion 0
met
Pseudaidentifiers identify a large group of 100 = criterion
individuals (i.e., the size of the anonymity set is met

greater than 100.000)

The size of the anonymity set is greater than 10.00 80
but less than 100.000

The size of the anonymity setgseater than 1.000, 50
but less than 10.000

The size of the anonymity set is greater than 100, k 20
less than 1.000

The size of the anonymity set is smaller than 100 0 =deficient

Table68: REQSEGPRO01: criterioncavoidance of pseudd RSy G A FA S N& ¢

Reasoning:

There are pseudadentifiers used in diffeent parts of the stack. One of the most critical
is the use ofévehicleLengthValue(in decimeter),dvehicleWidtlE (in decimeter), and
avehicleRoléwithin the CAM message.

It is hard to quantify the anonymity set size, given the currentrpiout situation. The
size of the anonymity set will be highdgpendentof the dvehicleRolé, so that seldom
roles will stay in their own, very small anonynsst.

The current roles are: default(0), publicTransport(l), specialTransport(2),
dangerousGoods(3), roadWork(4), rescue(5), emergency(6), safetyCar(7), agriculture(8),
commercial(9), military(10), roadOperator(11), taxi(12), reserved1(13), reserved2(14),
reserved3(15).

Vehicles within the default role are expected to be in the biggest anonymity set, however
the specification of vehicle length and width effectively counter efforts to make nodes
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look alike For this rating, we expect that very rare vehicleesiand roles in combination
will lead to an anonymity set smaller than 100 vehicles at the same observable location.

REQSEEPR001 ¢ Authorized pseudonymous to anonymous

Nonlinkability ofarchitecture basedpseudonyms

Criterion for expert rating:

Pseudonyms cannot be linked to each other

Linkable by authorizedntities

Linkable by anybody

Value CONVERGE
Solution:

100=0K 80

80 = criterion

met

0 =deficient

Table69: REQSEGPR001: criteriononon-linkability of LJa S dzR2 y @ Y & §

Reasoning:

CONVERGE follows the current Europaoroachin which pseudonyms are linkable by
authorized entities if Enrolment andluthorizationAuthority work together.

It is notintendedto allow anybody to link pseudonyms in this conceptti8oresulting
rating is 80%, even though this rating does not make a statement if someone is able to

bypass the protection measures.

REQSEEPR001 ¢ Authorized pseudonymous to anonymous

Passive receiver

Criterion for architecturebased expert rating:
The receiver does not send anything within this
exchange of information

The information sent by the receiver does not
contain any identifiers or pseuddentifiers

The receiver sends datantaining pseudo)
identifiers

Table70: REQSEGPPR001: criterionol,Jr 4 &8 A S NB O

Value CONVERGE
Solution:

100=0K 100

60 = criterion

met

0 =deficient

SAOSNE
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Reasoning:

In general, there is no requirement in the CONVERGE architecture to acknowledge
messages. On the other hand, a passive receiver is not the désihedior So taking this

into account, one could imagine a use c&3eREQSEEPRO0L that a receiver will ot
respond to Service Announcements sent by a nearby roadside unit for example. That
behavioris possible within the CONVERGE architecture, but unlikely.

Note: There is a flaw in the Secure Message protocol that enforces receivers to unveil
their existence An offender can abuse thieequest_unrecognized_certificatéeature of
TS 103 097 v1.1.1 (and v1.2.1) to force a reaction of receiving parties.

Because this is standard behavior, CONVER@Otfix this issue.

3.1.2.1.2 REQSEEPR002¢ Authorized pseudonymout® authorized pseudonymous

aThe initiating actor and all other participating entities shall use an authorized
LA SdzR2y @Y dé

REQSEEPR002: authorized pseudonymous to authorized pseudonymous

Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
both entities are authorized to 100=0OK 100 100

communicate with each other in the
given use case

AND

authorization takes place without
exchange of permanent identifiers or
personal data

Otherwise 0=KO
Table7l: REQSEEPRO002 criterion for binary assessment
Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:
The CONVERGE architecture offers this kind of operation mode.

3.1.2.1.3 REGSEEPPR003¢ Authorized pseudonymous timlentifiable

arhe initiating actor shall use an authorized pseudonym. All other participating entities
AKIff 08 ARSYOGATAIOES dAaAy3 GKSANI NBFE ARSY(
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REQSE@PR003¢ Authorized pseudonymous to identifiable

Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
Both entities are authorized to 100=0K 100 100
communicate with each other in the given

use case

AND

The authorization of the initiating entity
takes place without exchange of
permanent identifiers or personal data

AND

The other entity uses credentials which

uniquely and permanently identify that

entity

Otherwise 0=KO

Table72: REQSEEPRO003 criterion for binary assessment

Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:

This mode of operation can be seen in pseudonymous acceadsritifiable CONVERGE
backend services. The CONVERGE architecture allows this mode of operation; however
the identifiableuse case is usedare frequently.

3.1.2.1.4 REQSEE@RO004¢ Identifiable to anonymous

aThe initiating actor shall be identifiable using its real identity. All other participating
SYyGArAdASa akKlhft NBYFAY Fy2ye@yY2dzaode

REQSE@PR004 ¢ Identifiable to anonymous

Criterion forarchitecture based expert Value CONVERGE Reference
rating: Solution: Solution
The initiating entity is authorized to 100=0K 100 100

communicate in the given use case
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AND

The initiating entity uses credentials whict
uniquely and permanently identify that
entity

AND

Theother entity remains anonymous

Otherwise 0=KO

Table73: REQSEEPR004 criterion for binary assessment

Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:

This mode of operation isffered by the CONVERGE architecture and can be seen in
communication of identifiable traffic information from backend services to a group of
receiver vehicles that do stay anonymous to the sender.

3.1.2.1.5 REQSEEPRO05¢ Identifiable to authorized pseudonymous

aThe initiating actor shall be identifiable using its real identity. All other participating
SYydAidArSa akKlfft dzaS |dziK2NAT SR LJASdzRR2y@Yadé

REQSE@PR0O05¢ Identifiable to authorized pseudonymous

Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
Both entities are authorized to 100=0K 100 100
communicate with each other in the given

use case

AND

The initiating entity uses credentials whict
uniquely and permanently identify that
entity

AND

The authorization of the othegntity takes
place without exchange of permanent
identifiers or personal data
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Otherwise 0=KO

Table74: REQSEEPRO0O05 criterion for binary assessment

Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:

A Service provider (Identifiable from its certificate) can use the geo messaging server to
send a message to all vehiclegyjisteredat its service. To register, the vehicles use an
authorized pseudony as described at the pseudonymous service usa@etia

3.1.2.1.6 REQSEEPRO006¢ Identifiable to identifiable

arhe initiating actor and all other participating entities shalidentifiable using their
NBIFf ARSYGAGASadE

REQSEEPR006¢ Identifiable to identifiable

Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
Both entities are authorized to 100= 100 100
communicate with each other in thgiven  requirement

use case met

AND

Both entities use credentials which
uniquely and permanently identify those
entities

Otherwise 0=KO
Table75. REQSEG@PROO06 criterion for binary assessment

Note: This is &Ocriterion for the Car2X Systems Network.

Explanation:

For registration/accreditation/authentication at the Car2X Systems Network, the entities
use theirEnrolmentCredential. During this process also the relevant government entity
uniquely identifies itself with a digital certificate. Likewise, service providers use
identifying certificates to communicate with each other.
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3.1.2.1.7 REQSEEPA001¢ No aggregation

df applied in a use case, aggregation of data shall not be allowed to take place in the
AYy@2t SR O2YYdzy AOl A2y dé

Note:

There is no general approach regarding the topic aggregation of data, as the requirement
must be considered in the context of use cases.

3.1.2.1.7.1 UCGC2X101_01 Registration ¢ The Car2X Systems Network offers a
registration for Service Providers, IVSs and Communication Network
Providers

REQSEEPA001¢ No aggregation

Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
No data aggregation takes place 100= 100 100
requirement
met
Otherwise 0

Table76: REQSEEPA001 criterion for binary assessment

Note: This i:iot a KOcriterion for the Car2X Systems Network.

Explanation:

The process of entering th@ar2X Systems Netwoekicompasses the acquisition of an
enrolment credential and authorization tickets provided by distinguished authorities. The
communication is secured by public key cryptography. The communicated data can
therefore not be aggregated by a single participant or interceptor of the communication.

3.1.2.1.7.2 UGC2X102_01Subscribe service

REQSEEPA001¢ No aggregation

Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
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No dataaggregation takes place 100= 100 100
requirement
met

Otherwise 0

Table77: REQSEEPA001 criterion for binary assessment

Note: This i:iot a KOcriterion for the Car2X Systems Network.

Explanation:

The process of subscribing for a service is covered by the concept for pseudonymized
service usage Version B (recommendeDdthiverable D43 Other variants implemented

by individual service providers are not considered indisisessment. Theommunication

of critical data is securdaly public key cryptography and its processing distributed among
multiple nodes. The communicated data can therefore not be aggregated diygée
participant or interceptor of the communication.

3.1.2.1.7.3 UCC2X102_02Download software

REQSEEPA001¢ No aggregation

Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
No data aggregation takes place 100= 100 100
requirement
met
Otherwise 0

Table78: REQSEE@PAOQOL criterion for binary assessment

Note: This iiot a KOcriterion for the Car2X Systems Network.

Explanation:

This use case can be considered as a regular communication case for pseudonymized
service usage. The dateansferredwill be secured using public key cryptography and
changing authorization tickets (pseudonym certificateR)e communicated data can
therefore not be aggregated.

3.1.2.1.7.4 UGC2X102_05Update software

REQSEEPA001¢ No aggregation
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Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
No data aggregation takes place 100= 100 100
requirement
met
Otherwise 0

Table79: REQSEEPA001 criterion for binary assessment

Note: This isiot a KOcriterion for the Car2X Systems Network.

Explanation:

This use case can be considered as a regular communication case for pseudonymized
service usage. The dateansferredwill be secured using public key cryptography and
changing authorization tickets (pseudonym certificatéR)e communicated data can
therefore not be aggregated.

3.1.2.1.7.5 UCC2X102_06Discontinue service

REQSEEPA001¢ No aggregation

Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
No data aggregation takes place 100= Not 100
requirement assessable
met
Otherwise 0

Table80: REQSEEPA001 criterion for binary assessment

Note: This iiot a KOcriterion for the Car2X Systems Network.

Explanation:

The process of discontinuing a service is not explicitly described regaaimgunicated
data in the CONVERGE project in a way that encompasses communication. Therefore, no
statements in relation to this requirement can be made.

Hence the requirement is not assessable.

3.1.2.1.7.6 UGC2X102_08Unsubscribe service

REQSEEPA001¢ No aggregdon
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Criterion for architecture based expert Value CONVERGE Reference
rating: Solution: Solution
No data aggregation takes place 100= Not 100
requirement assessable
met
Otherwise 0

Table81: REQSEEPA001 criterion forbinary assessment

Note: This isiot a KOcriterion for the Car2X Systems Network.

Explanation:
The process of unsubscribing from a service is not explicitly described in the CONVERGE

project in a way that encompasses communication. Therefore, no statenrent$ation
to this requirement can be made.

Hence the requirement is not assessable.

3.1.2.1.8 REGSEEPA002¢ Anonymous aggregation

o ¥ RIFEGFE Aa F3I3aINBIFGESRT Al akKkftf 0SS Fy2ye@vYAl:
3.1.2.1.8.1 Weighted Criteria System

Removal of personal data (e.g.
pseudonyms, personal data in
payload)

(0.75/0.75)

REGSEEPA002

Anonymous Aggregation

Sufficient sample size
(0.25/0.25)

Figurel7. REQSE@PAO002:weighted criteria system

Criteria
1 Removal of all personal data: which steps are taken to ensure the removal of all
personal data (e.g., pseudonyms, an IP address, personal data in payload)
i Sufficient sample size: If an aggregation is based on a toosangble size, the
ASYRSNEQ ARSYyGAGASAa OFry Ll2aarote 0S RSNROD
minimum sample size determined?

3.1.2.1.8.2 Deduction of the weights

Removal of Sufficient .
) Sum Weight
personal data| sample size
Removal of personal data 2 2 0.75
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Sufficient sample size 0 0 0.25
Total: 2 1.00
Table82 REGQSE@AOQ02:weightsad Y2y @ Y2dza ! 3IANBIA GA2YyE

The criteriondRemoval of personal datas more important thardSufficient sample siZe
0SOFdzaS AT y20 Iff LSNER2YyIf RFEGF A& NBY2Q0SR
can possibly directly derived, whereas if personal data is removed but the sample size is

not large enough, an attacker cannot directly derive the originating idestit

3.1.2.1.8.3 Assessment Result of Requirement

REGSEEPA002: Anonymous Aggregation

Criterion Measure Relative CONVERGE Reference
Weight  solution solution
Removal of Expert rating 0.75 0 (not No personal
personal data assessable) data left:
0.75* 100 =
75
Sufficient sample Expert rating 0.25 0(not Samplesize >
size assessable) 100.000
0.25* 100 =
25
SUM (patrtial) 1.0 0 (out of 100
scope)

Table83: REQSEEPA002: valuebenefit matrix

Explanation:

Aggregation always takes place within the context of specific use cases. The CONVERGE
project defines no use case which requires anonymous aggregation. The interface
RSFAYAGAZYA 050688y GKS O2yvyLlRySyida 2F GKS
realize anonymized aggregation on the ApPApplication Processing) architectural
component.

Conclusion: this requirement is not assessed, because it does not contribute to the
assessment of the CONVERGE solution.

3.1.2.1.8.4 Assessment of Ragement Criteria

REQSE@PA002: Aronymous Aggregation

Removal of personal data

Criterion for architecturebased expert rating: Value CONVERGE
Solution:
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No personal data left 100= criterion  not assessable
met
Only pseudddentifiers left 75
Personal data left in aggregated data 0
Table84: REGSE@AO002: criterionaNB Y2 @ € 2F LISNER2Y It RIF G €

Reasoningsee above

REQSEEPA002: Anonymous Aggregation

Sufficient sample size

Criterion for architecturebased expert rating: Value CONVERGE
Solution:

Sample size 100.000 100=criterion  not assessable
met

Sample size > 10.000 90

Sample size > 1.000 80

Sample size > 100 50

Sample size < 100 0

Table85: REQSEGPA002: criterionod dzF FA OA Sy G al YLIX S &A1 S¢

Reasoningsee above

3.1.2.1.9 REGQSEES008c¢ Confidentiality

aThe confidentiality of all exchanged messages shall be protécted.
3.1.2.1.9.1 Weighted Criteria System
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Cryptographic
algorithms and
parameters

Confidential (0.34/0.2)

communication
(0.6/0.6) Key exchange
protocol

(0.33/0.2)

Confidentiality
REQSEE@PS008 | Secure cryptographic protocol
Confidentiality e s (0.45/0.225)

(0.1/0.2)
Data categorization
(criticality)
(0.5/0.15)

Data sharing policy
(0.3/0.3)

Quality of data
sharing policies
(0.5/0.15)

Figurel8: REQSE@PS008: weighted criteria system

Criteria:

i Confidential communication: all aspe¢tat comprise a confidential data
transmission between entities.

o Cryptographic parameters and algorithms: cryptographic primitives used
to ensure confidentiality (e.g., AES, key length)

0 Key exchange protocol: which keys are used as secret for the
confidenial communication? (e.g., negotiation of session keys, fixed
pre-shared keys)

o Confidentiality protocol: how are the above mentioned components
integrated to form a protocol to ensure confidentiality? (e.g., cipher
block chaining)

i Secure storage of cryptagphic data: all aspects to handle critical cryptographic
data confidentially within an electronic control unit ECU (e.qg., encrypted storage,
omitting storing confidential data in the first place)

9 Data sharing policy: rules to decide which data can be tréttesd in which way

o Data categorization (criticality): which data has to be handled
confidentially? Which data can be distributed freely?

o Quality of data sharing policies: if there is data of mixed criticality, how
precise/effective are the policies to prent misuse? (e.g., which data is
allowed to leave the system?)

3.1.2.1.9.2 Deduction of the weights

Confidentiality | Secure storag{ Data sharing
protocol of policy

Sum Weight
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