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EXECUTIVE SUMMARY 

In recent years cooperative intelligent transport systems are progressing rapidly. But most 

of the ǘƻŘŀȅΩǎ systems are built on silo solutions and lack in a common overall system 

architecture.  

The goal of the CONVERGE project was therefore to provide concepts for a flexible 

interaction between service providers, service subscribers and the communication 

infrastructures in between. Main factors of success for technical and commercial concepts 

are scalability, IT-security, decentralization and operator independence. The objectives of 

the CONVERGE project - summarized in eight main goals - are covering exactly these 

issues. 

Based on the description of the used methodology ς a tailored multi-criteria analysis - for 

the assessment of the CONVERGE project this document presents the overall results. 

Starting with the assessment of the degree of attainment of the technical and security 

requirements a rating of the maturity of the CONVERGE solution was performed. 

Finally recommendations regarding reasonable measures and next steps towards a 

market introduction of a CONVERGE-like system are given. 
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1.1 Purpose and Context 

The CONVERGE project developed a system architecture for flexible interaction between 

different service providers and communications network operators in a decentralized, 

scalable structure: the CONVERGE Car2X Systems Network. This deliverable D6.3 reports 

on the final assessment of the Car2X Systems Network. 

The Car2X Systems Network will establish a completely new open communication-, 

services-, and organization architecture that reflects communication technologies and IT 

security technologies at the state of the art. Through well-defined access points, service 

providers as traffic control centers or vehicles manufacturers can be integrated into the 

open and secure system architecture. The Car2X Systems Network enables a 

decentralized and dynamic coupling of various national systems and actors across 

national borders in an open, but secure, distributed, transregional/international 

connecting, provider-independent, scalable, flexible and hybrid communicating Car2X 

Systems Network. 

The final assessment of the Car2X Systems Network was performed by work package WP8 

at the end of the CONVERGE project. The figure below shows the interaction of WP8 with 

other WPs according to the description of work. The development of the CONVERGE 

system was carried out in WP2 to WP7 and was based on requirements which were 

defined in WP1. The final assessment of the CONVERGE solution used assessment criteria 

which addressed these requirements and involved both objective performance measures 

and subjective expert ratings.  

The ultimate objective of the CONVERGE project is to support the deployment of 

Cooperative ITS by applying the Car2X Systems Network. Therefore, the final assessment 

aimed at providing answers to questions regarding the technical maturity of the 

CONVERGE system as: Does the CONVERGE system meet the requirements? How close 

does the CONVERGE solution reach a maturity level which is expected to be suitable for 

deployment? What are the recommendations for a future implementation of the 

CONVERGE system? Where is a need for further research and optimization of the 

CONVERGE system?  
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Figure 1: Interaction of the final assessment (WP8) with other WPs of the CONVERGE project 

1.2 Document Structure 

This deliverable presents the following content: 

¶ Chapter 2 introduces the methodological approach relevant to the final 

assessment, providing an overview of the method, the set of criteria, the 

reference system, and the process of the assessment.  

¶ Chapter 3 presents the approach and the results of the assessment related to 

functional and security aspects. Both individual results per requirement and a 

consolidated view over all use cases and goals are shown.  

¶ Chapter 4 presents the approach and the assessment results related to the 

economic solution of the CONVERGE system. A novel approach for the 

assessment of economic roles was developed which is described after the 

introduction of the criteria. The economic assessment results are shown and 

discussed. 

¶ Chapter 5 includes the overall assessment results with regard to the main goals 

of the CONVERGE system. Finally, conclusions on readiness and 

recommendations are presented. 

Validate criteria and metrics 
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The clarification of basic conditions underlying the final assessment served as a starting 

point for the determination of the assessment methodology. An assessment method had 

to be selected and, if necessary, adapted to the goals and demands of the final 

assessment: 

¶ The goal of the final assessment was to get a first insight in the maturity of the 

Car2X Systems Network developed by the CONVERGE project. The assessment 

should include an estimation of the level of maturity achieved.  

¶ A large number of assessment criteria which differed in type and scale was 

expected. Both objective and subjective variables had to be considered. The 

method should be able to handle the total set of criteria. 

¶ The criteria should be weighted according to their importance. 

¶ The assessment process was to be objectivized as far as possible in order to 

increase replicability. 

¶ Various assessors were involved in the assessment process, as the assessment 

had to be split up between the involved partners.  

The method selected is based on the multi-criteria analysis (MCA) method. It was adapted 

to the needs and demands of the final assessment in the CONVERGE project. The method 

is based on a scoring process which allows determining a consolidated figure expressing 

the benefit of the assessed system. Benefit, in the sense of this assessment, means degree 

of compliance with the requirements and degree of goal attainment. The MCA is able to 

handle large sets of criteria and assign weights thus reflecting the relative importance of 

each criterion to the overall goal. Another strong point of MCA is its ability to 

accommodate and simultaneously use different types of criteria. Furthermore, the MCA 

supports a multi-actor approach during establishing the criteria and judging the solution. 

Besids the assessment of the technical sololution also the CONVERGE econimc solution is 

assessed. This assessment is based on a method which is different to the MCA described 

in this chapter. A description of the method used for the economic assessment is included 

in chapter 3 of this deliverable. 

2.1 Set of assessment criteria 

Generally criteria are derived from goals and requirements specified for the solutions to 

be assessed. The criteria used for the assessment of the CONVERGE Car2X Systems 

Network addressed the requirements which had been defined in early phases of the 

development process of the CONVERGE project (WP1, WP8.1). Deliverable D1.2 [Ref. 10] 

provides a detailed description of these requirements. Operationalized variables were 

derived from the criteria. They included both objective variables (measures) and 

subjective variables (expert ratings). 

The following categories of assessment criteria were used: 

¶ technical-functional performance,  

http://converge-online.de/doc/download/Deliverable-WP1-D1%201_01_01_00.pdf
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¶ data security and privacy, and  

¶ economic aspects.  

A hierarchical set of criteria was built up (see Figure 2). It connects the criteria of the three 

categories in a tree structure and allows for receiving assessment results providing a 

consolidated view over all criteria.  

 
Figure 2: Scheme of the hierarchical set of criteria used for the final assessment 

The hierarchical set of criteria - levels of the criteria systems - used in the CONVERGE 

project differs from standard tree structures normally used for MCA. It features the 

following characteristics:  

¶ The level αRequirementsέ Ŏƻƴǘŀƛƴǎ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ǿƘƛŎƘ ǿŜǊŜ ǎǇŜŎƛŦƛŜŘ ŦƻǊ 

the CONVERGE Car2X Systems Network and defined in previous phases of the 

project. The requirements fork down into sub-requirements and criteria. The 

operationalized variables per criterion are located on the bottommost level. This 

is the level where the assessment is carried out. The criteria level also contains 

showstopper criteria. 

¶ The level α¦ǎŜ ŎŀǎŜǎέ ƛǎ ƭƻŎŀǘŜŘ ōŜȅƻƴŘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀƴŘ Ŏƻƴǘŀƛƴǎ ǘƘŜ 

functions of the CONVERGE Car2X Systems Network. Figure 2 shows that each 

use case owns a specific set of requirements, sub-requirements and criteria. 

¶ The level αDƻŀƭǎέ ǿƘƛŎƘ ƛǎ ǘƘŜ ƭŜǾŜƭ ŀōƻǾŜ ǘƘŜ ǳǎŜ ŎŀǎŜǎ ŦŜŜŘǎ ƛƴ ǘƘŜ ǳǇǇŜǊƳƻǎǘ 

level αaŀƛƴ ƎƻŀƭǎέΦ .ƻǘƘ ƭŜǾŜƭǎ Ŏƻƴǘŀƛƴ ǇƻƻƭŜŘ ŘŜƳŀƴŘǎ ƻŦ ǘƘŜ /hb±9wD9 

system. Each goal is connected to several use cases and may contain additional 

requirements. 

For the assessment two different types of measurement - Scales of measurement - were 

used:  

¶ The assessment of goals and main goals is limited to qualitative statements, 

because only nominal scaled variables are available on these levels.  The 

judgement would answer the question whether a goal/main goal is fulfilled or 

Levels of the 
criteria system

Main goals

Goals

Use cases 
(functions)

Requirements

Sub-
requirements

Criteria

Nominal scale
(qualitative 
assessment)

Scales of 
measurement

Ordinal scale 
(quantitative 
assessment)
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not fulfilled. All three categories of criteria (technical-functional; data security 

and privacy; economic) are included in the assessment of the main goals. 

¶ A quantitative assessment is possible from the use cases level down to the 

criteria level, because ordinal scaled variables are available for this assessment. 

Both technical-functional criteria and criteria related to data security and privacy 

are covered by the quantitative assessment. The process of the quantitative 

assessment consists of two steps. The first step aims at determining the degree 

of compliance with the requirements per use case. In the second step, a 

consolidated figure over all use cases is calculated.  

2.2 Reference system 

The CONVERGE project developed an innovative Car2X Systems Network. As yet there is 

no similar solution on the market, which can be used for comparison in order to assess 

the technical market maturity of the CONVERGE system. Therefore, a hypothetical 

reference system was defined by experts and implemented in the assessment method. 

The reference system used for comparison with the CONVERGE Car2X Systems Network 

is called αŦŜŀǎƛōƭŜ ƻǇǘƛƳǳƳέ όǎŜŜ Table 1).  

 

Feasible optimum (reference system) 

¶ Hypothetical solution defined for reasons of comparison 

¶ Characteristic:  

Compliance with the requirements at each criterion is set to a feasible 

optimum according ǘƻ ŜȄǇŜǊǘǎΩ ǊŀǘƛƴƎǎ (from a present day perspective) 

Ideal solution 

¶ Hypothetical solution defined for reasons of comparison 

¶ Characteristic:  

Compliance with the requirements at each criterion is set to 100 % 

Table 1: Definition of the reference system 

¢ƘŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǘƘŜ ŦŜŀǎƛōƭŜ ƻǇǘƛƳǳƳ ƛǎ ōŀǎŜŘ ƻƴ ŜȄǇŜǊǘǎΩ ǊŀǘƛƴƎǎ and the state of the 

art technology when this deliverable is written. The experts were partners from the 

technical work packages of the CONVERGE project. They estimated, per criterion, the 

degree of compliance with the requirements for a feasible optimum solution. The 

αŦŜŀǎƛōƭŜ ƻǇǘƛƳǳƳέ ŘƛŦŦŜǊǎ ŦǊƻƳ ǘƘŜ αƛŘŜŀƭ ǎƻƭǳǘƛƻƴέ ǿƘŜǊŜ ǘƘŜ ŘŜƎǊŜŜ ƻŦ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ 

the requirements is set to 100%. The ideal solution thus represents a theoretical optimum, 

as it can be expected that 100% will not be achievable for all criteria. The definitions of 

the reference system and the ideal solution are illustrated in Figure 3. 
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Figure 3: Comparison between the CONVERGE system and the reference system (scheme) 

Figure 3 shows a simplified comparison between the ideal solution, the reference system, 

and the CONVERGE system. It is the goal of the final assessment to determine the position 

of the CONVERGE system in the outlined area, i.e. to determine the degree of compliance 

with the requirements, and compare it with the position of the reference system. 

The CONVERGE system will clearly be located beyond the so called knock out threshold 

(dotted line at the bottom). If a solution fails to meet any of the showstopper criteria, the 

solution would be located beneath this threshold. However, the accomplishment of 

requirements connected to showstopper criteria had been controlled during the 

development of the CONVERGE system and was once more checked during the final 

assessment.  

The selected MCA method is well suited for the comparison of the CONVERGE system with 

the reference system. It is based on the traditional MCA which was developed for decision 

finding when choosing between several solutions, i.e. comparing the solutions with regard 

to their benefit. 

2.3 Process of the final assessment 

The total process of the final assessment contained 8 steps (see Figure 4). Preparatory 

work was executed in step 1 to step 5. Then, in step 6, the involved internal experts 

performed the assessment of the CONVERGE system and the reference system. Each 

assessor had to forward his/her results to a reviewer for a check-up. More than 25 persons 

were involved in the assessment and the review performed in step 6.  

 

Degree of 
compliance 

with the 
requirements

Ideal
solution

Reference 
system

CONVERGE
system

Hypothetical threshold of 
technical maturity for 
the market
(Not yet defined!) 

Knock out threshold 
defined by experts

Ideal compliance with
the requirements

?

Feasible 
optimum

Feasible optimum 
defined by experts
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Definition of goals and requirements1

2

3

4

5

8

7

6

Drawing up the hierarchical set of criteria

Definition of operationalized variables (measures)

Weighting of criteria

Definition of reference systemDefinition of reference systemDefinition of reference system

Performing the assessment, review

Analysis and consolidated view

Interpretation, conclusions
 

Figure 4: Process of the final assessment 

 

In step 7 the results are analyzed and consolidated. At last, in step 8, the final assessment 

allows conclusions on the following outcome: 

¶ Quantitative results on the degree of compliance with the requirements per use 

case and over all use cases, technical maturity of the CONVERGE Car2X Systems 

Network (see chapters 2.1 and 2.2 for results) 

¶ Qualitative results on the accomplishment of goals and main goals (see chapters 

3.3 and 5.1 for results) 

¶ Recommendations for further research and optimization of the CONVERGE Car2X 

Systems Network (see chapters 5.2 and 5.3 for results) 

¶ Recommendations for further activities towards deployment of the CONVERGE 

Car2X Systems Network (see chapters 5.2 and 5.3 for results) 
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3.1 Assessment of Requirements  

This chapter lists the requirements, functional as well as non-functional, which need to be 

fulfilled for the Car2X Systems Network. For each requirement, there is a short overview, 

a diagram describing the correlation between requirement and its sub-criteria as well as 

the assessment results. 

Hint: The term LTE is used throughout this document for both the forth generation of 

cellular communication and for the cellular communication in general. 

3.1.1 Technical Requirements Assessment 

The following section contains the definitions and assessments of the technical 

requirements, which need to be fulfilled for the Car2X Systems Network. 

3.1.1.1 REQ-C2X-002 IVS - Select appropriate access point 

αIVS shall select the appropriate access point / network according to a predefined set of 

criteria (e.g. application, costs, contract, bandwidth, vƻ{ Χύ.έ 

3.1.1.1.1 Weighted Criteria System 

 
Figure 5: REQ-C2X-002: weighted criteria system 

  

REQ-C2X-002 (Select 
appropriate access 
point)

SelectionProcess
Weight(abs/rel): 
0.5/0.5

Duration until access
point is selected
Weight(abs/rel): 
0.22/0.11

CPU time usage
Weight(abs/rel): 
0.22/0.11

Number of re-selects 
(selectionquality)
Weight(abs/rel): 
0.56/0.28

Decision
Weight(abs/rel): 
0.5/0.5

Selected accesspoint
is available
Weight(abs/rel): 
0.75/0.375

ConsideredSelection
Parameters
Weight(abs/rel): 
0.25/0.125
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3.1.1.1.2 Deduction of the weights 

  

Duration 
until access 
point is 
selected 

CPU time 
usage 

Number of 
reselects  
(selection quality) 

Sum Weight 

Duration until 
access point is 
selected 

  1 0 1 0.22 

CPU time usage 1   0 1 0.22 

Number of 
reselects  
(selection 
quality) 

2 2   4 0.56 

     6 1 

Table 2: REQ-C2X-002: weights αǎŜƭŜŎǘƛƻƴ ǇǊƻŎŜǎǎέ 

α5ǳǊŀǘƛƻƴ ǳƴǘƛƭ ŀŎŎŜǎǎ Ǉƻƛƴǘ ƛǎ ǎŜƭŜŎǘŜŘέ ǾǎΦ α/t¦ ǘƛƳŜ ǳǎŀƎŜέΥ 
It is equally important to have a low access point selection duration and a low CPU time 
usage. 
 
α5ǳǊŀǘƛƻƴ ǳƴǘƛƭ ŀŎŎŜǎǎ Ǉƻƛƴǘ ƛǎ ǎŜƭŜŎǘŜŘέ ǾǎΦ αNumber of re-ǎŜƭŜŎǘǎ όǎŜƭŜŎǘƛƻƴ ǉǳŀƭƛǘȅύέΥ 
It is better to have less re-selections than a short duration until an access point is 
selected, since each re-selection has a lot of overhead (e.g. αHandoverά) and therefore 
time loss. 
 
αNumber of re-ǎŜƭŜŎǘǎ όǎŜƭŜŎǘƛƻƴ ǉǳŀƭƛǘȅύέ ǾǎΦ α/t¦ ǘƛƳŜ ǳǎŀƎŜέΥ 
It is more important to have less re-selections, since each re-selection process 
introduces new CPU time usage.  
 

 Selected access point 
is available 

considered selection 
parameters 
applicable to the 
communication 
network 

Sum Weight 

Selected access 
point is available   2 2 0.75 

considered selection 
parameters 
applicable to the 
communication 
network 

0   0 0.25 

  Total: 2 1 

Table 3: REQ-C2X-002: weights αŘŜŎƛǎƛƻƴέ 

α{ŜƭŜŎǘŜŘ ŀŎŎŜǎǎ Ǉƻƛƴǘ ƛǎ ŀǾŀƛƭŀōƭŜέ ǾǎΦ αConsidered Selection tŀǊŀƳŜǘŜǊǎέ:  

It is more important that the selected access point is available than to have more 

considered selection parameters, since if the selected access point is not available it is 

regardless which parameters are considered. 
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3.1.1.1.3 Assessment Result of Requirement 

REQ-C2X-002 IVS  Solutions  

Criterion  Measure Note1 Relative 
Weight  

CONVERGE 
Solution  

Reference 
solution  

Duration until access 
point is selected 

Time [ms] 0.11  < 50ms: 
0.11*100=11 

< 50 ms: 
0.11 *100 = 11 

CPU time usage Time [ms] 0.11 < 50ms 
0.11*100 = 
11 

<100 ms: 
0.11 *75 = 
8.25 

Number of re-selects 
(selection quality)  

Amount [per 
min] 

0.28  N/A 3 reselects:  
0.28 * 55 = 
15.4 

Selected access point 
is available 

yes / no 
(expert rating)  

0.375 Yes 
0.375 *  100 = 
37.5 

Yes (The 
selected 
access point is 
available): 
0.375 * 100 = 
37.5 

considered selection 
parameters 
applicable to the 
communication 
network 

Considered 
parameters in 
percent 
(expert rating)  

0.125 <50% of 
parameters 
considered: 
0.125 *  0 = 0 
 

75 % of 
parameters 
considered: 
0.125 * 50 = 
6.25 

SUM (partial)  1.0 59.6 + 0.28 * 
N/A 

72.9 

Table 4: REQ-C2X-002 IVS: Select appropriate access point  

Explanation: 

The current implemented logic for selecting an access point is based on the message type. 

CAMs are sent via ITS-G5 and DENMs are sent via LTE and ITS-G5. Access point changes 

happen only in the cellular part. If ITS-G5 B/C or standard consumer Wi-Fi is used in future, 

for example, an extended access point implementation is needed, which considers more 

criteria.  
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3.1.1.1.4 Assessment of Requirement Criteria 

REQ-C2X-002 IVS: Select appropriate access point 

Duration until access point is selected 

Criterion for logging measurement: Value CONVERGE 

Solution: 

< 50 ms 100 = criterion 

met 

100 

<200 ms 75   

<500 ms 50  

<1 s 25  

> 1 s 0 = deficient 

Table 5: REQ_C2X-002: criterion α5ǳǊŀǘƛƻƴ ǳƴǘƛƭ ŀŎŎŜǎǎ Ǉƻƛƴǘ ƛǎ ǎŜƭŜŎǘŜŘέ 

Reasoning: The access point is defined by the type of the message. This is hard coded and 

needs therefore less than 50ms. 

REQ-C2X-002 IVS: Select appropriate access point 

CPU time usage 

Criterion for logging measurement: Value CONVERGE 

Solution: 

< 50 ms 100  100 

< 100 ms 75 = criterion 

met 

< 250 ms 50 

< 500 ms 25 

>500 ms 0 = deficient 

Table 6: REQ-C2X-002: criterion α/t¦ ǘƛƳŜ ǳǎŀƎŜέ 

Reasoning: The CPU is not used heavily for selecting an access point.  
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REQ-C2X-002 IVS: Select appropriate access point 

Number of re-selects (selection quality) 

Criterion for logging measurement: Value CONVERGE 

Solution: 

0 100 N/A 

1 90 

2 75 

3 55 = criterion 

met 

4 35 

5 15 

> 5 0 = deficient 

Table 7: REQ-C2X-002 IVS: criterion αNumber of re-ǎŜƭŜŎǘǎ όǎŜƭŜŎǘƛƻƴ ǉǳŀƭƛǘȅύέ 

Reasoning: The only reselects happen on the cellular part (LTE).  

 

REQ_C2X-002 IVS: Select appropriate access point 

Selected access point is available 

Criterion for implementation based expert rating: Value CONVERGE 

Solution: 

Yes 100 = criterion met 100 

No 0 = KO 

Table 8: REQ-C2X-002: criterion α{ŜƭŜŎǘŜŘ ŀŎŎŜǎǎ Ǉƻƛƴǘ ƛǎ ŀǾŀƛƭŀōƭŜέ 

Note: this is a KO criterion! 

Reasoning: If a selection happens, then the access point must be available.  
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REQ_C2X-002 IVS: Select appropriate access point 

Considered Selection Parameters 

Criterion for architecture based expert rating: Value CONVERGE 

Solution: 

100 % of parameters considered 100  0 

75 %of parameters considered 50=criterion met 

50 %of parameters considered 25  

<50 %of parameters considered 0 = deficient 

Table 9: REQ-C2X-002: criterion α/ƻƴǎƛŘŜǊŜŘ {ŜƭŜŎǘƛƻƴ tŀǊŀƳŜǘŜǊǎέ 

Reasoning: The only parameters considered at the moment are the types of the sent C2X 

messages.  

 

3.1.1.2 REQ-C2X-003 SP - Select appropriate network access point 

αThe SP shall select the appropriate communication access point / network according to 

a predefined set of criteria (e.g. application, costs, contract, bandwidth, vƻ{ Χύ.έ 

REQ-C2X-003 SP - Select appropriate network access point 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

The SP shall select the appropriate 

communication access point / network 

according to a predefined set of criteria 

(e.g. application, costs, contract, 

bandwidth, QoS, IVS access availability, Χύ 

100  = OK 100  100  

otherwise 0 = KO  

Table 10: REQ-C2X-003 SP - Select appropriate network access point 

Explanation: 

The CONVERGE architecture has allowed a possibility for the SP to select an appropriate 

communication point /network according to a predefined set of criteria. So this REQ is 

considered fulfilled. The CONVERGE architecture has several functionalities to offer to the 
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SP to select the different communicate channel, see D 4.3. However, in the Demonstrators 

that CONVERGE has developed was defined a certain access points. It was limited to the 

applied technologies.  

3.1.1.3 REQ-C2X-004_01 Determine transmitting networks 

αThe Car2X Systems Network determines all networks, which may be able to populate 
[distribute] the given message in its target area, i.e. 

Å Target area type matching  

Å Point, place (e.g. gas station yard) 

Å Road /road segments 

Å Area geometric (circle, rectangle, ellipsoid) 

Å Administrative Entities: countries, federal states (Hessen), counties,  

Å Geographical  areas (Mid Rhine valley) 

Å Potential single network coverage 

Important is what the network access conditions are (one tome, contract, ǘƛƳŜ Χύ.έ 

3.1.1.3.1 Weighted Criteria System 

 
Figure 6: REQ-C2X-004_01: weighted criteria system 

3.1.1.3.2 Deduction of the weights 

 

Target area  
matching 

Achieved Coverage  Sum Weight 

Target area  
matching 

 1 1 0.5 

Achieved Coverage  1  1 0.5 

  Total: 2 1 

Table 11: REQ-C2X-004_01: weights α¢ŀǊƎŜǘ !ǊŜŀέ 

REQ-C2X-004_01 ς
Determine transmitting 
networks

Target area
Weight(abs/rel): 
0.5/0.5

Target Area matching
Weight(abs/ rel): 0.5/0.25

AchievedCoveragein %
Weight(abs/rel): 0.5/0.25

Ability
Weight(abs/rel): 
0.5/0.5

Network accessconditions
(onetime, contract, time, )
Weight(abs/rel): 0.5/0.25

Network determination
completeness
Weight(abs/rel): 0.55/0.25

http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
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α¢ŀǊƎŜǘ ŀǊŜŀ ƳŀǘŎƘƛƴƎέ ǾǎΦ α!ŎƘƛŜǾŜŘ /ƻǾŜǊŀƎŜέΥ 
A network which can handle all sorts of addressing schemes is equal to a high 
percentage of destination area covering. 
 

 

Network access 
conditions  

Network 
determination 
completeness  

Sum Weight 

Network access 
conditions  

  1 1 0.5 

Network 
determination 
completeness  

1   1 0.5 

  Total: 2 1 

Table 12: REQ_C2X-004_01: weights α!ōƛƭƛǘȅέ 

Network access conditions and Network determination completeness are all equally 
weighted. 

3.1.1.3.3 Assessment Result of Requirement 

REQ-C2X-004_01  Determine transmitting networks Solutions  

Criterion  Measure  Relative 

Weight  

CONVERGE 

Solution  

Reference 

solution  

Target area 

matching 

Which of the target area 

matches are available 

[expert rating] 

0.25 0.25 * 100 

= 25 

100 % of 

the areas 

can be 

matched: 

0.25 * 100 

= 25 

Achieved Coverage Achieved Coverage of the 

destination area [expert 

rating]  

0.25 0.25 *75 = 

18.75 

90 % 

coverage 

reached: 

0.25 * 75 = 

18.75 

Network access 

conditions 

How accessible is the 

network [expert rating]  

0.25 0.25 * 60 = 

15 

The 

network is 

more than 

95 % of the 

time 

accessible: 

0.25 * 60 = 

15 
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Network 

determination 

completeness  

All available networks 

identified?  [percent] 

0.25 0.25 * 100 = 

25 

100 %: 

0.25 * 100 

= 25 

SUM (partial)  1.0 83.75 83.75 

Table 13: REQ-C2X-004_01: value-benefit matrix 

Explanation: 

The matching of areas is done on latitude/longitude coordinates. With the help of these 

coordinates any type or shape of area can be defined and given a human friendly name 

as identifier. This could be done by a Service Provider. 

The Achieved Coverage is not primarily dependent on the CONVERGE System, but on the 

MNOs and IRS Network providers that offer connectivity services to participants of the 

system. By additively combining the coverage areas of all available communication 

network providers, coverage of 90% of the area (certainly of 90% of the population) of 

Europe should be attainable. 

Commercial mobile networks are highly reliable. If once again additively combining the 

availability of all mobile networks and IRS networks that offer connectivity services to 

participants of the system, an availability of close to 100% should be achievable. 

Users that participate in the system will by definition have connectivity. As each user only 

needs to know his own network, all networks of all users are identified by definition. 

 

3.1.1.3.4 Assessment of Requirement Criteria 

REQ-C2X-004_01: Determine transmitting networks 

Target area matching 

Criterion for architecture based expert rating: Value CONVERGE 

Solution: 

100 % of the areas can be matched 100 100 

75 % of the areas can be matched 75 = criterion met 

50 % of the areas can be matched 50 

< 50 % of the areas can be matched 0 = deficient 

Table 14: REQ-C2X-004_01 criterion άTarget area matchingέ 
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Reasoning: The matching of areas is done on latitude/longitude coordinates. With the 

help of these coordinates any type or shape of area can be defined and given a human 

friendly name as identifier. This could be done by a Service Provider. 

 

REQ-C2X-004_01: Determine transmitting networks 

Achieved Coverage 

Criterion for architecture based expert rating: Value CONVERGE 

Solution: 

100 %coverage reached 100 90 

90 % coverage reached 75 = criterion met 

75 % coverage reached 50  

<75 % coverage reached 0 = deficient 

Table 15: REQ-C2X-004_01 criterion άAchieved Coverageέ 

Reasoning: The Achieved Coverage is not primarily dependent on the CONVERGE System, 

but on the MNOs and IRS Network providers that offer connectivity services to 

participants of the system. By additively combining the coverage areas of all available 

communication network providers, coverage of 90% of the area (certainly of 90% of the 

population) of Europe should be attainable. 

 

REQ-C2X-004_01: Determine transmitting networks 

Network access conditions 

Criterion for architecture-based expert rating: Value CONVERGE 

Solution: 

The network is 100 % of the time accessible 100  99 

The network is more than 95 % of the time 

accessible 

60 = criterion met 

The network is more than 90 % of the time 

accessible 

40  

The network is less than 75 % of the time accessible 0 = KO 

Table 16: REQ-C2X-004_01 criterion άNetwork access conditionsέ 
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Note: this is a KO criterion. 

Reasoning: Commercial mobile networks are highly reliable. If once again additively 

combining the availability of all mobile networks and IRS networks that offer connectivity 

services to participants of the system, an availability of close to 100% should be 

achievable. 

 

REQ-C2X-004_01: Determine transmitting networks 

Network determination completeness 

Criterion for logging measurement: Value CONVERGE 

Solution: 

100 % 100 = criterion 

met 

100 

<100 % 0 = deficient 

Table 17: REQ-C2X-004_01: criterion άNetwork determination completenessέ 

Reasoning: Users that participate in the system will by definition have connectivity. As 

each user only needs to know his own network, all networks of all users are identified by 

definition. 
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3.1.1.4 REQ-C2X-004_02 Determine communication status 

αThe Car2X Systems Network aggregates the communication results and passes a 

ǊŜǎǇƻƴǎŜ ƻŦ ŀǾŀƛƭŀōƭŜ ŀƴŘ ǳǎŜŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƴŜǘǿƻǊƪǎΦέ 

3.1.1.4.1 Weighted Criteria System 

 
Figure 7: REQ-C2X-004_02: weighted criteria system 

 

3.1.1.4.2 Deduction of weights 

The most important measure of this requirement is the overall time until a Service 

Provider has received information of the communication process (Response to SP). 

However to determine efficiency of the solutions, it might be necessary to evaluate sub-

times of the overall time (Time to response dependent of number of registered networks 

(=network count), Time to response dependent on number of parameters used in the 

REQ-C2X-004_02 
(Determine 

communication status)

Response to SP
Weight(abs/rel): 

0.4/0.4

Delay until Response

Weight(abs/rel): 
1.0/0.4

Scalingconsiderations
Weight(abs/rel): 

0.2/0.2

Time to response
dependentof network

count

Weight(abs/rel): 
0.75/0.15

Time to response
dependenton 

parametercount

Weight(abs/rel): 
0.25/0.05

Performance impacts
Weight(abs/rel): 

0.4/0.4

Performance impacton 
communication

networkcomponents
Weight(abs/ rel): 

0.2/0.08

Performance impacton 
communication

networksthemself

Weight(abs/rel): 
0.3/0.12

Performance impacton 
Car2X SystemsNetwork

components
Weight(abs/rel): 

0.5/0.2
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request (=parameter count)) in dependence of the size of the attached networks. In this 

way, it can be extrapolated, how the chosen solution scales. 

In an additional view, the performance impact of the whole mechanism to the attached 

systems is also of interest. If the chosen mechanisms uses in every situation so many 

resources, that the normal operation of the network may be in danger, the use of this 

mechanism might not be tolŜǊŀōƭŜ ŦǊƻƳ ŀ ƴŜǘǿƻǊƪ ƻǇŜǊŀǘƻǊΩǎ ǾƛŜǿΦ LŦ ǎȅǎǘŜƳǎ ǎŎŀƭŜ ǿŜƭƭΣ 

but do consume in every configuration to much resources the system is unusable. 

Therefore, low performance impacts are considered more important than scaling 

considerations. 

 

 Response to SP 
Scaling 

considerations 
Performance 

impacts 
Sum Weight 

Response to SP   1 2 3 0.4 

Scaling 
considerations 

1   0 1 0.2 

Performance 
impacts 

0 2   2 0.4 

   Total: 6 1 

Table 18: REQ-C2X-004_02: weights on top level 

 

  
Time to response 

dependent of 
network count 

Time to response 
dependent on 

parameter count 
Sum Weight 

Time to response 
dependent of 
network count 

  2 2 0.75 

Time to response 
dependent on 
parameter count 

0   0 0.25 

  Total: 2 1 

Table 19: REQ-C2X-004_02: ǿŜƛƎƘǘǎ ǎŎŀƭƛƴƎ ŎƻƴǎƛŘŜǊŀǘƛƻƴǎέ 

 

 

Performance 
impact on 

communication 
network 

components 

Performance 
impact on 

communication 
networks 

themselves 

Performance impact 
on Car2X Systems 

Network 
components 

Sum Weight 

Performance impact 
on communication 
network 
components 

 0 0 0 0.2 

Performance impact 
on communication 
networks 
themselves 

2  0 2 0.3 
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Performance impact 
on Car2X Systems 
Network 
components 

2 2  4 0.5 

   Total: 6 1 

Table 20: REQ_C2X-004_02: weights for performance impacts 

3.1.1.4.3 Assessment Result of Requirement 

REQ-C2X-004_02: Determine communication 

status 

Solutions  

Criterion  Measure  Relative 

Weight  

CONVERGE 

solution  

Reference 

solution  

Delay until 

Response 

Time in milliseconds  0.4  50 

0.4*50=20 

75 

0.4 * 75 = 30 

Time to 

response 

dependent of 

network count 

Time in milliseconds  0.15  100 

0.15*100=15 

75 

0.15 * 75 = 11.25 

Time to 

response 

dependent on 

parameter 

count 

expert rating 0.05 100 

0.05*100=5 

75  

0.05 * 75 = 3.75 

Performance 

impact on 

communicatio

n network 

components 

Expert Rating  0.08 100 

0.08*100=6.4 

Low (60): 

0.08 * 60 = 4.8 

Performance 

impact on 

communicatio

n networks 

themselves 

Expert Rating  0.12 100 

0.12*100=12 

Low (60): 

0.12 * 60 = 7.2 

Performance 

impact on 

Car2X Systems 

Network 

components 

Expert Rating  0.02 80 

0.02*80=1.6 

Low (60): 

0.02 * 60 = 1.2 
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SUM (partial) 1,0 - 60 58.20 

Table 21: REQ-C2X-004_02: value-benefit matrix 

Explanation: 

The requirements can be up to 60% fulfilled. Due to mean delay time < 700ms, 60% are 

acceptable. In TCP/IP based communication networks the delay could be sometimes quite 

high but TCP assures that the packets are not lost. As long as the TCP connection is open 

the Service Provider can always assume the messages are received. The benefit of a 

special acknowledgement is quite low because transport reliability is handled in the TCP 

layer. 

3.1.1.4.4 Assessment of Requirement Criteria 

REQ-C2X-004_02: Determine communication status 

Delay until Response 

Value CONVERGE 

Solution: 

< 50 ms 100  50 

<400 ms 75 = criterion 

met 

<700 ms 50  

700 ms - 1 s 25 

> 1 s 0 =deficient 

Table 22:  REQ-C2X-04_02: criterion αŘŜƭŀȅ ǳƴǘƛƭ ǊŜǎǇƻƴǎŜέ 

Reasoning: During the measurements which were taken in the verification workshop in 

July 2015, CONVERGE achieved a mean delay of < 700ms.  

 

REQ-C2X-004_02: Determine communication status 

Time to response dependent on network count 

Value CONVERGE 

Solution: 

< 50 ms 100  100 

<400 ms 75 = criterion 

met 

<700 ms 50  

<1 s 25  
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> 1 s 0 = deficient 

Table 23: REQ-C2X-004_02: criterion αǘƛƳŜ ǘƻ ǊŜǎǇƻƴǎŜ ŘŜǇŜƴŘŜƴǘ ƻƴ ƴŜǘǿƻǊƪ Ŏƻǳƴǘέ 

Reasoning: During the measurements which were taken in the verification workshop in 

July 2015, CONVERGE achieved a mean delay of < 50ms. 

REQ-C2X-004_02: Determine communication status 

Time to response dependent on parameter count 

Value CONVERGE 

Solution: 

< 50 ms 100  100 

<400 ms 75 = criterion 

met 

<700 ms 50  

<1 s 25  

> 1 s 0 =deficient 

Table 24:  REQ-C2X-04_02: criterion α¢ƛƳŜ ǘƻ ǊŜǎǇƻƴǎŜ ŘŜǇŜƴŘŜƴǘ ƻƴ ǇŀǊŀƳŜǘŜǊ Ŏƻǳƴǘέ 

Reasoning: It could be expected that it will be similar to the Time to response dependent 

on network count. This was <1ms during the measurements. 

REQ_C2X-004-02: Determine communication status  

Performance impact on communication network components 

Criterion for architecture based 

expert rating: 

Value CONVERGE 

Solution: 

Exhausting 0 80 

Very High 20 

High 40 

Medium 50 

Low 60 

Very Low 80 

Imperceptible 100 

Table 25: REQ_C2X-004-02: Determine communication status 
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3.1.1.5 REQ-C2X-005_01 Reuse existing connections 

αOnce a connection between an ITS-service and an IVS is established, the Car2X Systems 

Network will use this connection until the communication is closed or the connection 

ŦŀƛƭǎΦέ 

REQ-C2X-005_01 Reuse existing connections 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

Documentation shows the fulfillment of 

the requirement 

100 = 

requirement 

met 

100  100  

Documentation does not show the 

fulfillment of the requirement 

0  

Table 26: REQ_C2X-005_01 Reuse existing connections 

Note: this is not a KO criterion for the Car2X Systems Network 

Explanation: 

A connection between an IVS and an ITS-service (provider) can be established on two 

different ways. At first, Service Provider can distribute messages directly to one or 

multiple recipients via LTE, see D4.3 chapter 5.2.2. 

The second mechanism uses the IRS Communication Network, to distribute messages to 

an IVS. In this case, a message is forwarded to ITS Roadside Stations, which broadcast it 

via ITS G5. The IVS receives this message while passing an IRS. This scenario is called 

GeoMessaging and is described in D4.3 chapter 4.1.2. 

On both ways, each message is sent in a connection, which is closed after the send-process 

is done. 

3.1.1.6 REQ-C2X-006_05 Latency requirement 

αThe IVS requests minimum latency requirements from the available communication 
networks such that it is able to transmit safety relevant information between transmitting 
and receiving nodes in time.έ 

This requirement is not further considered. It is noted as a recommendation for further 
work.  

3.1.1.7 REQ-C2X-010 The system architecture supports hybrid communication 

αThe Car2X Systems Network shall support hybrid communication, support of 
ƳƛǎŎŜƭƭŀƴŜƻǳǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƳŜŘƛŀΣ ōȅ ŘŜǎƛƎƴΦέ 

 

http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
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REQ-C2X-010 Architectural supports hybrid communication 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

The architecture of the Car2X Systems 

Network provides support for 

alternative communication 

technologies 

100 = OK 100 100  

otherwise 0 = not OK 

Table 27: REQ-C2X-010 - value-benefit matrix 

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

The CONVERGE architecture comprises the BI1 interface that connects the Service 

Provider to the IVS. 

Deliverable D4.3 (CONVERGE architecture) states that αThe BI1 interface provides the 

possibility to send messages between the Service Providers and ITS Stations (ITS-S) and 

vice versa. The interface is based on IP and the protocols running on it are application 

specific. The physical connection is established via the CNs (Communication Networks)Φέ 

The CNs and the CONVERGE functionality however are not limited to certain access 

technologies. The communication could be handled via ETSI ITS G5 or LTE and it is open 

for further/future technologies. 

In order to connect the Service Provider to the Communication Networks for management 

purposes of functionalities which are exposed by a communication network operator, the 

BC1 ς Interface is defined in CONVERGE between SP to MNO / IRS Communication 

bŜǘǿƻǊƪΦ !ƭǎƻ ƘŜǊŜΣ ǘƘŜ ƪƛƴŘ ƻŦ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŎƻǳƭŘ ōŜ ŀ ŎŜƭƭǳƭŀǊ ƻǇŜǊŀǘƻǊΩǎ ƴŜǘǿƻǊƪΣ ŀƴ 

IRS network or future network technologies. 

Further the CONVERGE architecture contains the Geomessaging functionality that is 

designed to distribute messages in a defined local area. This functionality can be used in 

LTE and/or IRS networks. Chapter 4.1.2 describes that a Geomessaging Proxy is connected 

via the BC2 interface to one or more GEOM-Servers which can be located in any 

communication network in the CONVERGE system. This proves that CONVERGE supports 

hybrid communication.  

 

3.1.1.8 REQ-C2X-011 The system architecture hides communication from application 

αThe Car2X Systems Network shall hide communication specific aspects from 

applications. This means an application does not need to know how to use a specific 

http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
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communication technology. An application just provides a set of requirements (e.g. 

ōŀƴŘǿƛŘǘƘΣ ƭŀǘŜƴŎȅύ ŀ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅ ǎƘŀƭƭ ǎǳǇǇƻǊǘΦέ 

Criterion: 

¶ Modules abstracting communication:  

The CONVERGE architectures of ITS vehicle stations, ITS central stations and ITS 

roadside stations contain components, which hides communication handling 

from the ITS application modules. Thus the application modules only have to 

provide requirements (e.g. bandwidth, latency) a communication technology 

shall support. 

REQ-C2X-011 Architectural hides communication from application 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

The architecture of the Car2X Systems 

Network contains modules abstracting 

communication 

100  = ok 100  100  

otherwise 0 = not ok 

Table 28: REQ-C2X-011 ς criterion for binary assessment 

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

In Deliverable D4.3 (CONVERGE Architecture) chapter 6.1 two components are described 

that are essential for this criterion (see figure 92). The components αFacility- Processingέ 

and αQoS CǳƴŎǘƛƻƴέ ǊŜŎŜƛǾŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦǊƻƳ ǘƘŜ ƴƻǊǘƘōƻǳƴŘ !ǇǇƭƛŎŀǘƛƻƴ tǊƻŎŜǎǎƛƴƎ 

and use these for the generation of the communication towards the southbound 

Communication hub. While the Application Processing signals its requirements towards 

the aforementioned components, these components are responsible for e.g. generation 

of messages and the realization of the QoS within the communication path. This principle 

shows that communication is hidden from application. 

3.1.1.9 REQ-C2X-012 Architecture support for service subscription 

αThe CONVERGE architecture shall support necessary processes for service 

subscription.έ 

http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip


Assessment of CONVERGE Technical and Security Solution 

 

 

Deliverable D6  |  Version 1.0  |  19.01.2016 30 

3.1.1.9.1 Weighted Criteria System: 

 
Figure 8: REQ-C2X-012: weighted criteria system 

Criteria for expert rating: 

¶ Service Announcement:  
The architecture must provide means that allow to announce services to all or a 
subset of the participants of the C2X-SN 

¶ Interfaces for Service Description:  
The architecture must provide interfaces and functions to get information about 
the contents, contractual criteria (for e.g. subscription, usage, and 
unsubscription) and operational usage of the services offered for potential 
service users. 

¶ Interfaces and functions for service operation:  
The architecture must provide basic interfaces and functions that are needed to 
operationally connect a Service Provider and a service user. Interfaces and 
functions that are special for a certain service have to be provided outside of the 
architecture of the C2X-SN. 

3.1.1.9.2 Deduction of weights: 

The architectural assessment criteria evaluated in the expert rating are weighted equally. 

 

REQ-C2X-012 
Architecture support for service 
subscription.

Service announcement
(0.33/0.33)

Interfaces for service description
(0.33/0.33)

Interfaces and functions for 
service operation 
(0.34/0.34)
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3.1.1.9.3 Assessment Result of Requirement: 

REQ-C2X-012-  Architecture support for service subscription Solutions  

Criteria for architecture 

based expert rating  

Measure  Relative 

Weight  

CONVERGE 

solution  

Referenc

e 

solution  

Service 

Announcement 

Yes: 100 = OK 

No: 0 = KO 

0.33 0.33 * 100 = 

33 

33 

Interfaces for 

Service Description 

Yes: 100 = OK 

No: 0 = KO 

0.33 0.33 * 100 = 

33 

33 

Interfaces and 

functions for 

service operation 

Yes: 100 = OK 

No: 0 = KO 

0.34 0.34 * 100 = 

34 

34 

SUM (partial)  1.0  100 100 

Table 29: REQ-C2X-012 - value-benefit matrix 

Explanation: 

The CONVERGE architecture has foreseen communication between backend service 

providers and service consumers. In order to organize and establish this communication, 

a service directory concept consisting of potentially distributed service directory entities 

has been foreseen. This service directory is foreseen to provide mechanisms for service 

announcements, service description and service description propagation. 

Reasoning criteria assessments: 

The service directory functions and interfaces have been designed and implemented by 

different participants of the CONVERGE C2X-SN. The interface specification underwent 

several reviews and was finally tested during several workshops. 

 

3.1.1.10 REQ-C2X-013 Architecture support for software download 

αThe CONVERGE architecture shall support all necessary processes for software 

download.έ 

Criterion: 

¶ Connectivity:  
The architecture must provide the connectivity to allow remote SW downloads. 
This includes management of the required bandwidth, QoS and error correction 
mechanisms. 
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REQ-C2X-013 Architecture support for software download Solutions  

Criterion for 

architecture based 

expert rating 

Measure  Relative 

Weight  

CONVERGE 

solution  

Reference 

solution  

Connectivity 

 

Yes: 100 = OK 

No: 0 = KO 

1.0 100 100 

SUM (partial)  1.0  100 100 

Table 30: REQ_C2X-013 criterion for binary assessment 

Note:  

1. All the functions specially needed for SW generation, installation on the devices 

or servers, starting, stopping etc. are seen as outside of the C2X-SN and must be 

provided on top by the respective providers of the SW and devices. 

2. Connectivity is a KO criterion for the Car2X Systems Network 

Explanation: 

The CONVERGE system provides a full range of connectivity by using cellular technology 

and ITS G5. When ITS G5/B and ITS G5/C are enabled, IP based communication over these 

links is also possible. This enables remote software downloads. Bandwidth management 

and QoS are provided by the system itself. Error Correction is done by upper layer 

protocols, e.g. TCP. 

3.1.1.11 REQ-C2X-014 Architectural support to install and uninstall software 

αThe CONVERGE architecture shall support all necessary processes to install and 

uninstall software.έ 

Criterion: 

¶ Connectivity:  
The architecture must provide the connectivity to allow remote SW downloads. 
This includes management of the required bandwidth, QoS and error correction 
mechanisms. 
Furthermore connectivity is required to allow remote SW uninstallation. 

REQ-C2X-014 Architectural support for software installation Solutions  

Criterion for 

architecture based 

expert rating 

Measure  Relative 

Weight  

CONVERGE 

solution  

Reference 

solution  

Connectivity 

 

Yes: 100 = OK 

No: 0 = KO 

1.0 100 100 

SUM (partial)  1.0  100 100 

Table 31: REQ_C2X-014 criterion for binary assessment 
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Note: 

1. All the functions specially needed for SW generation, installation, and 

uninstallation on the devices or servers, starting, stopping etc. are seen as outside 

of the C2X-SN and must be provided on top by the respective providers of the SW 

and devices. 

2. Connectivity is a KO criterion for the Car2X Systems Network 

Explanation: 

The CONVERGE system provides a full range of connectivity by using cellular technology 

and ITS G5. When ITS G5/B and ITS G5/C are enabled, IP based communication over these 

links is also possible. This allows (remote) software installation and uninstallation. By 

using secure communication channels with E2E encryption this process is safe. 

Bandwidth management and QoS are provided by the system itself. Error Correction is 

done by upper layer protocols, e.g. TCP. 

3.1.1.12 REQ-C2X-015 Architectural support for stopping service 

αThe CONVERGE architecture shall supports necessary processes for service stop.έ 

3.1.1.12.1 Weighted Criteria System: 

 
Figure 9: REQ-C2X-015: weighted criteria system 

Criteria: 

¶ Interfaces and functions for Service stop announcements:  
The architecture must provide a way to let the Service Provider inform the 
subscriber of a certain service about stopping of this service. 

¶ Interfaces and functions for service stop operation: 
The architecture must provide basic interfaces and functions that are needed to 
operationally perform the disconnection of a Service Provider and a service user 
when a certain service is not provided any more (and thus has to be stopped) 

REQ-C2X-015 
Architecturealsupport for stopping 
service.

Service stop announcement
(0.5/0.5)

Interfaces and functions for service 
stop operation 
(0.5/0.5)
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3.1.1.12.2 Deduction of weights: 

The architectural assessment criteria evaluated in the expert rating are weighted equally. 

3.1.1.12.3 Assessment Result of Requirement: 

REQ-C2X-015 Architecture support for stopping a service Solutions  

Criteria for architecture 

based expert rating  

Measure  Relative 

Weight  

CONVERGE 

solution  

Reference 

solution  

Interfaces  and 

functions for 

Service stop 

announcements 

 

Yes: 100 = OK 

No: 0 = deficient 

0.5 0.5 * 100 = 

50 

50 

Interfaces and 

functions for 

service stop 

operation 

Yes: 100 = OK 

No: 0 = deficient 

0.5 0.5 * 100 = 

50 

50 

SUM (partial)  1.0  100 100 

Table 32: REQ-C2X-015 - value-benefit matrix 

Explanation: 

Within the CONVERGE C2X-SN, it is foreseen that services can be stopped by service 

providers if they intend to no longer provide this service to service consumers. Service 

consumers have to be informed by such a service stop. 

Reasoning criteria assessments: 

Services can be actively deleted from a service directory. The deletion of services is 

propagated through the CONVERGE C2X-SN. 

Although the CONVERGE C2X-SN architecture does not explicitly foresee an active 

announcement of service stops, service descriptions can be invalidated or announced 

with an expiry time such that a service consumer is informed about a service stop. 

3.1.1.13 REQ-C2X-016 Architectural support for unsubscribing a service 

αThe CONVERGE architecture shall supports necessary processes for the service user to 

unsubscribe service stop. Furthermore it shall support to disconnect a service provider.έ 
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3.1.1.13.1 Weighted Criteria System: 

 
Figure 10: REQ-C2X-016: weighted criteria system 

Criteria: 

¶ Service stop announcement:  

The architecture must provide a way to let the service user inform the Service 

Provider about its will to stop using the service. 

¶ Disconnecting service provider: 

The architecture must provide basic interfaces and functions that are needed to 

operationally perform the disconnection of a service provider and a service user 

when a certain service is not provided any more (and thus has to be stopped) 

3.1.1.13.2 Deduction of weights: 

The architectural assessment criteria evaluated in the expert rating are weighted equally. 

3.1.1.13.3 Assessment Result of Requirement: 

REQ-C2X-016 Architectural support for unsubscribing a 

service 

Solutions  

Criteria for architecture 

based expert rating  

Measure  Relative 

Weight  

CONVERGE 

solution  

Reference 

solution  

Interfaces  and 

functions for 

unsubscribe 

announcements 

Yes: 100 = OK 

No: 0 = deficient 

0.5 0.5 * 100 = 

50 

50 

Interfaces and 

functions for 

unsubscribe 

operation 

Yes: 100% = ok 

No: 0% = 

deficient 

0.5 0.5 * 100% 

= 50 

50 

SUM (partial)  1.0  100 100 

Table 33: REQ-C2X-016 - value-benefit matrix 

Explanation: 

REQ-C2X-016 
Architectural support for unsubscribing a 
service.

Service usage stop announcement
(0.5/0.5)

Disconnecting  serivce provider 
(0.5/0.5)
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The CONVERGE C2X-SN foresees mechanisms for service providers to actively push data 

to service consumers. In order to stop a data push, a service consumer has to be able to 

inform a service provider about the stop. 

Reasoning criteria assessments: 

As service consumers actively retrieve data from service providers, service consumers can 

stop receiving data at any time. In that case, an active stop announcement is not 

necessary. 

The CONVERGE C2X-SN also foresees a Bridge component which can be seen as a proxy 

for multiple service consumers. This proxy provides interfaces to service consumers to 

get informed when a service consumer is no longer interested in a service. 

3.1.1.14 REQ-C2X-017 Architectural support to provide communication status 

αThe CONVERGE Architecture enables the provision of communication status.έ 

3.1.1.14.1 Weighted Criteria System: 

 
Figure 11: REQ-C2X-017: weighted criteria system 

Criteria: 

¶ Determine available communication networks: 

An actor within the Car2X Systems Network (e.g. service, IVS) can determine all 

available communication networks 

¶ Request communication status: 

An actor within the Car2X Systems Network can request the status (e.g. 

availability, costs) of a dedicated communication network 

¶ Best suited communication network: 

An actor within the Car2X Systems Network can ask for the best suited (based on 

e.g. QoS , costs) communication network 

REQ-C2X-017 
Architectural support to provide 
communication status.

Determine communication 
networks 
(0.33/0.33)

Request communication status
(0.33/0.33)

Best suited communication 
network
(0.34/0.34)



Assessment of CONVERGE Technical and Security Solution 

 

 

Deliverable D6  |  Version 1.0  |  19.01.2016 37 

3.1.1.14.2 Deduction of weights: 

The architectural assessment criteria evaluated in the expert rating are weighted equally. 

3.1.1.14.3 Assessment Result of Requirement: 

REQ-C2X-017  Architectural support to 
provide communication status 

Solutions  

Criterion  Measure  Relative 

Weight  

CONVERGE 

solution 

Reference 

solution  

Determine 

available 

communication 

networks 

Expert rating  

Yes: 100 = 

criterion met  

No: 0 = KO 

0.33 0.33 * 100 = 33 List of available 

communication 

networks 

0.33 * 100=33 

Request 

communication 

status 

Expert rating  

Yes: 100 = 

criterion met 

No: 0 = KO  

0.33 0.33 * 100%= 33 List of status 

information for a 

communication 

network 

0.33 *  100=33 

Best suited 

communication 

network 

Expert rating 

Yes: 100 = 

criterion met 

No: 0= KO 

0.34 0.34 * 100 = 34 Provision of a 

communication 

link  

0.34 * 100=34 

SUM (partial)  1.0  100 100 

Table 34: REQ-C2X-017 - value-benefit matrix 

Note: each criterion is a KO criterion for the Car2X Systems Network. 

Explanation: 

In chapter 7.1 and 6.1 of Deliverable D4.3 (Architecture) the Service Provider/IVS 

Architecture is described. Within this architecture 3 components are defined that 

fulfill the criteria for communication status provision. 

1. While αThe Communication Hub is responsible for mapping all outgoing messages 
ŀƴŘ Řŀǘŀ ǘǊŀŦŦƛŎ ƻƴǘƻ ŀǾŀƛƭŀōƭŜ ƴŜǘǿƻǊƪ ƛƴǘŜǊŦŀŎŜǎέ ƛǘ Ƙŀǎ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ŘŜǘŜǊƳƛƴŜ 
the available communication networks and fulfills criterion 1. The Communication 
Hub Management Interface shall provide a possibility allowing applications as 
well as facilities to obtain network state information to estimate the current 
network load. Both, applications and facilities shall use this information to change 
their communication behavior, e.g. by delaying uncritical messages in times of 
low network capacity. This fulfills criterion 3 

Within the Facility component a Quality of Service Functionality is described that 
provides the status of the communication link: αThe QF uses this information to 
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decide whether the QoS requirements have been met or not, and attaches this 
information to the message. Applications have to decide if the message is then 
ƛƴǾŀƭƛŘ ƻǊ Ŏŀƴ ǎǘƛƭƭ ōŜ ǳǎŜŘΦέ 

3.1.1.15 REQ-C2X-018 Architecture support to invalidate a service 

αA service becomes invalid because of a technical disruption.έ 

Criterion: 

¶ Invalid Service:  

The service is not available anymore. Its status is marked as temporal disrupted. 

 

REQ-C2X-018 Architecture support to invalidate a service Solutions  

Criterion for 

architecture based 

expert rating 

Measure  Relative 

Weight  

CONVERGE 

solution  

Reference 

solution  

Within the 

CONVERGE 

architecture it is 

possible to mark a 

service as temporal 

disrupted. 

Yes: 100 = OK 

No: 0 = KO 

1.0 1.0 * 100 = 

100 

100 

SUM (partial)  1.0  100 100 

Table 35: REQ-C2X-018: criterion for binary assessment 

Note: this is a K.O criterion for the Car2X Systems Network 

Explanation: 

Services within the CONVERGE C2X-SN may be disrupted for a limited time. As these 

services still exist in general and are only unavailable at the moment, this disruption of 

service should be visible to service consumers. 

Reasoning criteria assessments: 

Service descriptions entries in the foreseen Service Directory can be easily extended with 

information about temporal disruption of a service. The specification defines a list of 

mandatory and optional fields, and also a version of its specification such that with new 

versions of a specification, new fields can be added while keeping downwards 

compatibility for existing service consumers and service providers. 

3.1.1.16 REQ-C2X-020 Actions assigned to technical roles 

αAll actions (functions) of the Car2X Systems Network architecture are assigned to 

technical roles.έ 
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REQ-C2X-020  Actions assigned to technical roles 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

Every action is assigned to a technical role 100  = 

requirement 

met 

100 100  

otherwise 0  

Table 36: REQ_C2X-020 criterion for binary assessment 

Note: this is not a KO criterion for the Car2X Systems Network. 

Explanation: 

Every action or functionality of the Car2X Systems Network is described in D4.3 and 

assigned to an architectural component. As those consist of technical roles, every action 

is also assigned to a technical role. However, it should be noted, that some necessary 

mechanisms have been assigned to organizational roles; this are processes which can, or 

should, not be performed by technical systems but organizations or the legislation. As this 

is complementary to technical roles, this has no effect on the assessment of this 

requirement. 

3.1.1.17 REQ-C2X-021 Technical roles covered by economic roles  

αTechnical roles defined by the Car2X Systems Network are mapped to economical rƻƭŜǎΦέ 

REQ-C2X-021 Technical roles covered by economic roles 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

Each defined technical role is covered by 

economical roles 

100 = 

requirement 

met 

100  100  

otherwise 0  

Table 37: REQ_C2X-021 criterion for binary assessment 

Explanation: 

A proposal for a mapping of technical roles to economical roles has been presented in 

CONVERGE. The technical roles are derived from the system architecture. These 
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technical roles are evaluated, if they can be fulfilled from an institution and if the role 

can be operated economically. Following the overall economical roll approach the 

economical roles are implicitly mapped to the technical roles. 

3.1.1.18 REQ-C2X-022 Roles for operating the system 

αThe architecture defines a set of roles for the operation of the Car2X Systems 

bŜǘǿƻǊƪΦέ 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

Roles are defined to facilitate the 

operation of the Car2X Systems Network 

100 = 

requirement 

met 

100  100  

otherwise 0  

Table 38: REQ-C2X-022 criterion for binary assessment 

Note: this is not a KO criterion for the Car2X Systems Network. 

Explanation: 

There are different roles defined in the Car2X Systems Network. There need to be Backend 

Operators, Network Operators etc. as Described in D4.3 to operate the Car2X Systems 

Network. 

3.1.1.19 REQ-C2X-023 Roles can be taken by different actors  

αRoles can be taken by different actorsΦέ 

REQ-C2X-023 Roles can be taken by different actors 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

The CONVERGE architecture is defined in 

such a way that each technical role can be 

taken by different actors. In addition, each 

technical role can be assigned to multiple 

institutions. 

100 = 

requirement 

met 

100 100  

otherwise 0   

Table 39: REQ-C2X-023 criterion for binary assessment 

Note: this is a KO criterion for the Car2X Systems Network. 
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Explanation: 

The CONVERGE Architecture is designed in such a way that each technical role can be 

taken by one or several actors/institutions. That way redundancy can be designed into 

the Car2X Systems Network which reduces the risk of a single participant stalling or 

holding up any technical process or implementation within the Systems Network. 

3.1.1.20 REQ-SP-001 SP - service / data advertisement 

α¢ƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊ ǎƘŀƭƭ ŀŘǾŜǊǘƛǎŜ ŀƴŘ ǇǊƻǾƛŘŜ Řŀǘŀ ǘƻ ƻǘƘŜǊ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎΦέ 

REQ-SP-001 SP ς service / data advertisement 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

The CONVERGE architecture enables an 

service provider to advertise and provide 

data to other service providers 

100 = OK 100 100 

Otherwise 0 = KO  

Table 40: REQ-SP-001: criterion for binary assessment 

This is a KO Criterion: If this requirement is not fulfilled then the Car2X Systems Network 

(i.e. the CONVERGE solution) has failed. 

Explanation: 

In addition to exceptional reliability and strong security of the system, the CONVERGE 

architecture has to offer value-added services launched by the service providers based on 

advertising and providing data. Driven by own initiatives, the CONVERGE-deployments 

require massive scalability and intelligent managed network access including the service 

providers access for their further work. The REQ-SP-001 SP requires the possibility to 

enable a service provider to advertise and provide data to other service providers. The 

CONVERGE solution fulfills this requirement.  

Within the framework άCar2X Systems Network Architectureέ (see the Figure 2: Overview 

on Car2X Systems Network Architecture from CONVERGE D4.3) the SPs are part of the 

backend level. According to this framework the CONVERGE backend level consists of 

components for the communication between the service providers themselves and 

between the service providers and the service users. In the proposed solution the data 

transmission from and to the SP is handled via different communication technologies like 

wired-connection, LTE, or G5 over a secure gateway. However, the CONVERGE-

architecture covers the requirement REQ-SP-001 completely. With the proposed 

CONVERGE-architecture awareness to an intelligent managed system will be achieved 
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with an integrated service provider-function to advertise and provide data to other 

service providers. 

3.1.1.21 REQ-SP-004 Service providers support connection oriented communication 

αTo enable connection-oriented communication between SP and IVS as specified in the 

ǳǎŜ ŎŀǎŜΣ ǘƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊ ƴŜŜŘǎ ǘƻ ōŜ ŀōƭŜ ǘƻ ǇǊƻǾƛŘŜ ǎǳŎƘ ŀ ŎƻƳƳǳƴƛŎŀǘƛƻƴΦέ 

 

REQ-SP-004 Service providers support connection oriented communication 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

The service provider is functionally and 

technically able to provide a 

communication to the IVS for case as 

specified 

100 = 

requirement 

met. 

100 100 

Otherwise 0  

Table 41: REQ-SP-004 criterion for binary assessment 

Note: this is not a KO criterion for the Car2X Systems Network. 

Explanation: 

The CONVERGE architecture has foreseen several types of communication between a 

backend service provider and an IVS. There are push mechanisms defined in the 

Bridge/GEOM mechanism which consist of a Bridge/GEOM Proxy and Bridge/GEOM 

Servers in the respective communication technologies. Bridge/GEOM Servers for Cellular 

Radio and ETSI ITS G5 IRS Networks are implemented and tested in the Demonstrators 

that CONVERGE has developed. Additionally direct unicast communication for push and 

pull between server and mobile client - the so called αƻǾŜǊ ǘƘŜ ǘƻǇέ ŎƻƳƳǳƴƛŎŀǘƛƻƴ - is 

still possible within the CONVERGE architecture concept. For details see D4.3. 

CONVERGE has extended existing communication concepts with the aforementioned 

hierarchical Bridge/GEOM functionality. This provides a new way of efficient, hybrid 

communication for data exchange between backend servers and mobile clients for push 

as well as pulls type of services. 

3.1.1.22 REQ-SP-005_01 SP - push message to IVS 

αService Provider: In case of any change in the system, the Service Provider shall send a 

ǇǳǎƘ ƳŜǎǎŀƎŜ ŀōƻǳǘ ǘƘŜ ŎƘŀƴƎŜǎ ǘƻ ǘƘŜ ǊŜǎǇŜŎǘƛǾŜ L±{Φέ 
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3.1.1.22.1 Weighted Criteria System 

 
Figure 12: REQ-SP-005_01: weighted criteria system 

wŜƭŀǘŜŘ ǾŀǊƛŀōƭŜǎ {tҦ Efficiency of the outcome push-messages. Weight: 0.5/0.5 

¶ Whenever new content is available, the server (SP) pushes that information out 
to the client that is registered for the service. The push message will be sent 
immediately to multiple clients (IVS). 

Outcome rate(╡▫◊◄
╣ ) is defined as a relationship between the total numbers of 

outcoming push-messages processed per unit of time to the total number of system 
changes, which should initiate a message. 

The outcome rate determines the Service Provider´s reaction to changes in the system. 
Amount of changes in the system the Service Provider had and amount of push-outs 
were sent from SP in a given period of time. 

Ὑ
В έόὸὧέάὭὲὫ ὴόίὬ άὩίίὥὫὩ 

В ὧὬὥὲὫὩ Ὥὲ ὸὬὩ ίώίὸὩά
 

Where: 
n is a particular number of an outcoming event;  
N is the total number of outcoming events; 
m is a particular number of a change event; 
M is the total number of event changes; 
T is a period of time. 

Weight: 0.5/0.25  

Time delay (td) is defined as the time between registration of the changes in system and 
pushes. Time delay is an expression of how much time it takes between an event und its 
result.  

REQ-SP-
501_001 
Push-message

Efficiency of the 
outcome push-messages
Weight (abs/rel): 0.5 / 
0.5

Outcome rate
Weight (abs/rel):0.7/0.25

Time delay
Weight (abs/rel):0.3/0.25

Efficiency of the income 
push-messages
Weight (abs/rel): 0.5 / 
0.5

Income rate
Weight (abs/rel):0.5/0.25

Result of decoding

Weight (abs/rel):0.3/0.15

Delivery time
Weight (abs/rel):0.2/0.1
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ὸ ὓὥὼ ὸὭάὩίὸὥάὴ έὪ ὸὬὩ ὧὬὥὲὫὩί Ὥὲ ὸὬὩ ίώίὸὩά
 ὸὭάὩίὸὥάὴ έὪ ὸὬὩ ὶὩὰὥὸὭὺὩ ὴόίὬ άὩίίὥὫὩί} 

Weight: 0.5/0.25  

wŜƭŀǘŜŘ ǾŀǊƛŀōƭŜǎ L±{ Ҧ Efficiency of the income push-messages.  
Weight: 0.5/0.5 

¶ In case of any changes related to events, the backend server SP sends a push 
message to the IVS. The IVS shall be able to receive messages, to decode and 
interpret them correctly and timely. 

Income rate (╡░▪
╣) - is defined as a ratio of the total number of push messages received 

by the IVS related to the total number of messages transmitted by SP. 

Ὑ
В ὭὲὧέάὭὲὫ  ὥὸ ὍὠὛ Ὢὶέά Ὓὖ

В έόὸὧέάὭὲὫ ὴόίὬ άὩίίὥὫὩ ὦώ Ὓὖ
 

Where: 
n is a particular number of an outcoming event;  
N is the total number of outcoming events; 
k is a particular number of an incoming event; 
K is the total number of incoming events; 
T is a period of time.  

Weight: 0.5/0.25 

Result of decoding of the push message by IVS. Not KO ς criteria. The criterion is defined 
as a ratio between the total numbers of not decoded messages to the total number of 
the incoming message by IVS.  

Ὑ
В ὲέὲ ὨὩὧέὨὩὨ άὩίίὥὫὩ 

В ὭὲὧέάὭὲὫ άὩίίὥὫὩ ὥὸ ὍὠὛ
 

Where  
i is a particular number of anon decoded message 
I is the total number of the non-decoded messages; 
k is a particular number of an incoming event; 
K is a total number of incoming events; 
T is a period of time. 

 Weight: 0.3/0.15 

Delivery time (dt) is defined as time between transmission by SP and reception by IVS. 
Ὠ ὸὭάὩίὸὥάὴ έὪ ὸὬὩ ίὩὲὨὭὲὫ άὩίίὥὫὩ ὦώ Ὓὖ

ὸὭάὩίὸὥάὴ έὪ ὸὬὩ ὶὩὧὩὭὺὭὲὫ άὩίίὥὫὩ ὦώ ὍὠὛ 

Weight: 0.2/0.1 

Weight: 0.2/0.1  
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3.1.1.22.2 Deduction of weights 

Efficiency of the 
outcome 

Outcome rate Time delay Sum Weight 

Outcome rate   1 1 0.5 

Time delay 1   1 0.5 

  Total: 2 1 

Table 42: REQ-SP-005_01: weights for the sub-criteria of αEfficiency of the outcome push-ƳŜǎǎŀƎŜǎέ 

Explanation: 
The weight of the criterion αoutcome rateά is the same as the weight of the criterion αTime 
delayά, because in both cases (not outcoming message or delayed message) the 
application is not able to use the message for its service. 
 

Efficiency of the 
income 

Income rate 
Result of 

decoding 
Delivery time Sum Weight 

Income rate  1 2 3 0.5 

Result of 
decoding 

1  1 2 0.3 

Delivery time 0 1  1 0.2 

   Total: 6 1 

Table 43: REQ-SP-005_01: weights for the sub-criteria of αEfficiency of the income push-ƳŜǎǎŀƎŜǎέ 

 

Explanation: 

¶ The weight of the criterion άincome rateέ is the same as the weight of the criterion 

άresult of decodingέ, because the criterion άincome rateέ has not a real value, if the 

push message cannot be decoded. 

¶ The weight of the criterion άincome rateέ is the same as the weight of the criterion 

άresult of decodingέ, because the criterion άincome rateέ has not a real value, if the 

push message cannot be decoded. 

¶ The criterion άincome rateέ has a higher weight than the criterion άdelivery timeέ, 

because the reception of a push message is more important than how long it took. 

¶ The weight of the criterion άdelivery timeέ is the same as the weight of the criterion 

άresult of decodingέ, because the criterion άdelivery timeέ has not a real value 

without the decoding of the push message.  

¶ The weight of the criterion άoutcome rateέ is the same as the weight of the criterion 

άtime delayέ, because both criteria have an essential influence of the system 

functionality. 
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3.1.1.22.3  Assessment Result of Requirement 

Requirement REQ-SP-005_01  Solutions  

Criterion  Measure  Relative 

Weight  

CONVERGE 

solution  

Reference 

solution  

Outcome 

rate 

Ὑ  

Ratio, in [%] 

Ὑ
В έόὸὧέάὭὲὫ ὴόίὬ άὩίίὥὫὩ 

В ὧὬὥὲὫὩ Ὥὲ ὸὬὩ ίώίὸὩά
 

 

0,25  100% 

Ą0.25 *100 

= 25 

100% 

0.25 * 100 = 

25 

Time delay 

ὸ 

Time in milliseconds 

ὸ

ὓὥὼ ὸὭάὩίὸὥάὴ έὪ ὸὬὩ ὧὬὥὲὫὩί Ὥὲ ὸὬὩ ίώίὸὩά

 ὸὭάὩίὸὥάὴ έὪ ὸὬὩ ὶὩὰὥὸὭὺὩ ὴόίὬ άὩίίὥὫὩί} 

0,25  157 ms  

0.25 * 60 = 15 

Max{Ô}<200 

ms 

0.25 * 60 = 15 

Income 

rate 

Ὑ  

Ratio, in [%]  

Ὑ
В ὭὲὧέάὭὲὫ  ὥὸ ὍὠὛ Ὢὶέά Ὓὖ

В έόὸὧέάὭὲὫ ὴόίὬ άὩίίὥὫὩ ὦώ Ὓὖ
 

 

0.25  

100% 

0.25 *100 = 25 

100%  

0.25 *100 = 25 

Result of 

decoding 

       Ὑ  

Ratio, in [%]  

Ὑ
В ὲέὲ ὨὩὧέὨὩὨ άὩίίὥὫὩ 

В ὭὲὧέάὭὲὫ άὩίίὥὫὩ ὥὸ ὍὠὛ
 

 

0.15  100% 

0.15 *100 = 15 

 

100% 

0.15 * 100 = 

15 

Delivery 

time 

Time in milliseconds, latency 

classes (very high >500ms, 

high 250ms ς 500ms, medium 

100-250ms, low <100ms) 

Ὠ

ὸὭάὩίὸὥάὴ έὪ ὸὬὩ ίὩὲὨὭὲὫ άὩίίὥὫὩ ὦώ Ὓὖ

ὸὭάὩίὸὥάὴ έὪ ὸὬὩ ὶὩὧὩὭὺὭὲὫ άὩίίὥὫὩ ὦώ ὍὠὛ 

 

0.1  400 ms  

0.1 * 60 = 6 

medium 

latency 

classes: 

Max{Ὠ}<500 

ms 

0.1 * 60 = 6 

SUM 

(partial) 

 1.0 86 86 

Table 44: REQ-SP-005_01: value-benefit matrix 
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Explanation: 

In the CONVERGE demonstrator, the SP pushes wrong-way-driver warning messages 

(WWDW) over the various backend systems to the vehicles. The decision to forward this 

message is hard-ǿƛǊŜŘ ƛƴǘƻ ǘƘŜ {tΣ ŀǎ ǘƘŜǊŜ ƛǎ ƴƻ ǎƛǘǳŀǘƛƻƴΣ ƛƴ ǿƘƛŎƘ ƘŜ ǿƻƴΩǘ ŦƻǊǿŀǊŘ ŀ 

WWDW messages. Additionally, the consortium supposes that a real-world SP will also 

forward such messages in all conditions. 

Therefore each of the 16.424 messages received by the SP have been forwarded to the 

vehicle and be decoded there, which results in the 100% fulfillments for the criterions 

outcome rate, income rate and result of decoding.  

After leaving the incoming communication network in direction to the SP, the messages 

took on average additional 400 ms until they were delivered on the vehicles. This value is 

supposed to be an upper bound, as no optimizations regarding session/connection 

handling have been made. 

Furthermore the 16.424 messages, have been delivered to the backend systems in 157 

ms in average, with a standard deviation of 95.609. 95 % of all messages are transported 

to the backend systems in under 217 ms.  

Reasoning criteria assessments: 

REQ-SP-005_01 SP - push message to IVS 

Time delay 

Value CONVERGE 

Solution: 

< 50 ms 100   157 ms (60) 

<100 ms 80   

< 200 ms 60 = criterion 

met 

< 300 ms 40  

< 500 ms 20  

> 500 ms 0 =deficient 

Table 45: REQ-SP-005_01 SP - push message to IVS αTime delayέ 

REQ-SP-005_01 SP - push message to IVS 

Delivery time 

Value CONVERGE 

Solution: 

< 200 ms 100   400 ms (60) 

< 350 ms 80   

< 500 ms 60 = criterion 

met 

< 800 ms 40  
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< 1 s 20  

> 1 ms 0 =deficient 

Table 46: REQ-SP-005_01 SP - push message to IVS αTime delayέ 

3.1.1.23 REQ-SP-005_02 SP - registration for traffic data (via C2X) 

έ{ŜǊǾƛŎŜ tǊƻǾƛŘŜǊΥ ¢ƘŜ Service Provider shall register itself for traffic information from a 

traffic-data Service PǊƻǾƛŘŜǊΦέ 

REQ-SP-005_02 SP - registration for traffic data (via C2X) 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

The service provider has a registration 

for traffic information from a traffic-

data service provider. 

100 = 

requirement 

met. 

100 100  

Otherwise 0  

Table 47: REQ-SP-005_02: criterion for binary assessment 

Note: This is not a KO criterion for the Car2X Systems Network. 

Explanation: 

The CONVERGE architecture has foreseen functionalities provided by service providers 

offered to service consumers to register for information. The above mentioned 

requirement describes, that a 3rd party service provider acts as a service consumer and 

registers for traffic information from a traffic-data service provider. The CONVERGE 

Service Directory supports the search e.g. for appropriate traffic-data service providers 

and provides detailed information about the provided content as well as the 

corresponding interface description. The registration for traffic information and the 

exchange of traffic information between a service consumer and a service provider has 

been implemented and tested in both CONVERGE validation scenarios (Wrong Way Driver 

Warning and Logistics Scenario).  

CONVERGE has implemented state of the art standards where possible and available to 

demonstrate portability of the reference implementation. 
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3.1.1.24 REQ-SP-005_03 SP ς data provision to registered IVS 

αService Provider: registered customers receive an update of requested data on a 

ǊŜƎǳƭŀǊƭȅ ƻǊ ŜǾŜƴǘ ŘǊƛǾŜƴ ōŀǎƛǎΤ ŜΦƎΦ ǘǊŀǾŜƭ ǘƛƳŜǎ ƻƴ ǎǘǊŜŜǘ ǎŜƎƳŜƴǘǎΦέ 

REQ-SP-005_03 SP ς data provision to registered IVS 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

An IVS that registered at a service provider 

should be able to receive updates of 

requested data (on a regular basis or 

event-based). 

100 = OK 100 100  

otherwise 0 = KO  

Table 48: REQ-SP-005_03: SP criterion for binary assessment 

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

The CONVERGE architecture has foreseen several types of communication between a 

backend service provider and an IVS. There are push mechanisms defined in the 

Bridge/GEOM mechanism which consist of a Bridge/GEOM Proxy and Bridge/GEOM 

Servers in the respective communication technologies. Bridge/GEOM Servers for Cellular 

Radio and ETSI ITS G5 IRS Networks are implemented and tested in the Demonstrators 

that CONVERGE has developed, however the concept defined in the CONVERGE 

architecture is not limited to those technologies (e.g. it could be extended to a broadcast 

technology). Additionally also direct unicast communication for push and pull between 

server and mobile client - the so called αƻǾŜǊ ǘƘŜ ǘƻǇέ ŎƻƳƳǳƴƛŎŀǘƛƻƴ - is still possible 

within the CONVERGE architecture concept. For details see D4.3. 

CONVERGE has extended existing communication concepts with the aforementioned 

hierarchical Bridge/GEOM functionality. This provides a new way of efficient, hybrid 

communication for data exchange between backend servers and mobile clients for push 

as well as pulls type of services. 

 

3.1.1.25 REQ-ComNet-001 Deliver messages to the desired recipients 

αThe communication system is able to deliver mŜǎǎŀƎŜǎ ǘƻ ǘƘŜ ŘŜǎƛǊŜŘ ǊŜŎƛǇƛŜƴǘǎΦέ 

 

http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
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REQ-ComNet-001 Deliver messages to the desired recipients 

Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

The communication network is functionally 
able to transport a message from a sender 
to a specified recipient. 

100 = OK 100  100  

Otherwise 0 = KO  

Table 49: REQ-ComNet-001: criterion for binary assessment 

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

aŜǎǎŀƎŜǎ Ŏŀƴ ōŜ ŘŜƭƛǾŜǊŜŘ ǘƻ ǘƘŜ ŘŜǎƛǊŜŘ ǊŜŎƛǇƛŜƴǘǎΣ ǳǎƛƴƎ ǘƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƴŜǘǿƻǊƪΩǎ 

mechanisms. Vehicular ITS Stations send messages to the backend either directly, using 

mobile networks, or indirectly via ITS G5 to an ITS Roadside Station, which is connected 

to the backend. This message flow through the IRS Communication Network can be 

implemented through the α5ŀǘŀtǊƻȄȅέ ŎƻƳǇƻƴŜƴǘǎ ƻƴ Lw{ ŀƴŘ L/{ (see D4.3 chapter 5.3 

for more information). 

Service Providers can distribute messages into the Communication Network using the 

GeoMessaging mechanisms, as described in D4.3 chapter 4.1.2 άGeoMessagingέ. 

 

3.1.1.26 REQ-ComNet-002 deliver messages in time 

άThe communication system is able to deliver messages in a timely manner such that a 

deadline limit for the transmission of a safety-relevant message can be met. The 

communication participants retrieve information from the communication networks 

regarding transmission latency and transmission status (e. g. acknowledgement).έ 

http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
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3.1.1.26.1 Weighted Criteria System 

 
Figure 13: REQ-ComNet-002: weighted criteria system 

Most important is the delivery of safety relevant messages within a certain time limit. This 

should be as independent of system/network load as possible. 

Impacts caused by providing information on message delay and on information status are 

of minor importance and therefore not considered for the assessment. 

3.1.1.26.2 Deduction of the weights 

Delivery times of safety messages: It is most important that the system actually delivers 

the messages within a certain time. This is more important than getting information from 

the network about the expected delivery time or the transmission status. Both of these 

are regarded as equally important 

Efficiency of the 
income 

99.9 percentile 95 percentile 
Impact of 

network load on 
delivery time 

Sum Weight 

99.9 percentile  2 2 4 0.5 

95 percentile 0  1 1 0.25 

Impact of 
network load on 

delivery time 
0 1  1 0.25 

   Total: 6 1 

Table 50: REQ-ComNet-002: weights αDelivery times of safety relevant messagesά 

99.9 percentile: it is most important that most messages are delivered in time 

95 percentile: it is important that most messages are delivered in time, regardless of 

network load.  

REQ-ComNet-002 
Deliver messages in 
time

Deliverytimes of
safetyrelevant 
messages

(01/1)

99.9 percentile
(0.5 / 0.5)

95 percentile
(0.25 / 0.25)

Impact of network load
on delivery time
(0.25 / 0.25)
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3.1.1.26.3 Assessment Result of Requirement 

REQ-ComNet-002: Deliver messages in time Solutions  

Criterion  Measure  Relative 

Weight  

CONVERGE 

solution  

Reference 

solution  

Delivery times 

of safety 

relevant 

messages / 95 

percentile  

milliseconds  0.25 25 <100 ms 

0.25 * 100  = 25 

Delivery times 

of safety 

relevant 

messages / 99 

percentile  

milliseconds  0.5 50 <120 ms: 

0.5 * 100 = 50 

Delivery times 

of safety 

relevant 

messages / 

Impact of 

network load on 

delivery time 

Additional ms for 95 

percentile per 10% 

network load 

0.25 25 <5 ms: 

0.25 * 100  = 25 

SUM (partial)  1.0 100 100 

Table 51: REQ-ComNet-002: value-benefit matrix 

Explanation: 

This requirement aims at evaluating the capacity of the CONVERGE system to deliver 

safety relevant messages (whether they are CAM or DENM messages) within 100 ms. It 

also considers the scalability of the system regarding the delivery time for an increasing 

number of vehicles. 

3.1.1.26.4 Assessment of Requirement Criteria 

All assessments of the criteria are based on system-level simulations. 

REQ-ComNet-002 Deliver messages in time 

Delivery times of safety relevant messages / 95 percentile 

Criterion for simulation ς linear decrease Value CONVERGE 

Solution: 

<100 ms 100  100  
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>100 ms 0  

Table 52: REQ-ComNet-002criterion α5ŜƭƛǾŜǊȅ ǘƛƳŜǎ ƻŦ ǎŀŦŜǘȅ ǊŜƭŜǾŀƴǘ ƳŜǎǎŀƎŜǎ κ фр ǇŜǊŎŜƴǘƛƭŜέ 

Reasoning: The CONVERGE solution is capable to provide a 95 Percentile delivery time 

below 100 ms.  

 

REQ-ComNet-002 Deliver messages in time 

Delivery times of safety relevant messages / 99 percentile 

Criterion for simulation ς linear decrease Value CONVERGE 

Solution: 

<100 ms 100  100% 

>100 ms 0  

Table 53: REQ-ComNet-002criterion αDelivery times of safety relevant ƳŜǎǎŀƎŜǎ κ фф ǇŜǊŎŜƴǘƛƭŜέ 

Reasoning: The CONVERGE solution is capable to provide a 99 Percentile delivery time 

below 100 ms. 

 

REQ-ComNet-002 Deliver messages in time 

Delivery times of safety relevant messages / Impact of network load on delivery 

time 

Criterion for simulationς linear decrease Value CONVERGE 

Solution: 

<10 ms / 10% 100  100 % 

>10 ms /10% 0  

Table 54: REQ-ComNet-002criterionάDelivery times of safety relevant messages / Impact of network 

ƭƻŀŘ ƻƴ ŘŜƭƛǾŜǊȅ ǘƛƳŜέ 

Reasoning: The CONVERGE solution based on the hybrid utilization of ITS-G5 and LTE 

Technologies (both LTE unicast and broadcast) scales well with an increasing number of 

users in terms of delivery time. This means, that an increase of the number of users has 

a limited impact in the delivery time of safety relevant messages. In particular, the LTE 

broadcast solution can support any number of users in the service area without any 

impact on the delivery time as a result of point-to-multipoint transmissions (one-to-

many).  
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3.1.1.27 REQ-ComNet-003 congestion handling 

αThe communication system is able to handle situations where a very large number of 

IVSs is present within a limited geographical area (e. g. TPC or TRC in ETSI TC ITS).έ 

3.1.1.27.1 Weighted Criteria System 

 
Figure 14: REQ-ComNet-003: weighted criteria system, hybrid communication system 

3.1.1.27.2 Deduction of the weights 

 
communication latency 

within αŎŜƭƭ ŀǊŜŀέ 
Packet loss 

Saturatio
n of αŎŜƭƭέ 

Sum 
Weig

ht 

communication 
latency within the 

service area 
 2 2 4 0.3 

Packet loss 0  0 0 0.4 

System congestion 
in the service area 

0 2  2 0.3 

   Total: 6 1 

Table 55: REQ-ComNet-003: weights on top level 

All criteria are similarly weighted because all of them are measures of how good the 

network can handle congestion/high volume of traffic. Packet loss in the case of ITS-G5 

communication networks represents a good measure for congestions/traffic handling. For 

this reason it has a higher weight. 

3.1.1.27.3 Assessment Result of Requirement 

All assessments of the criteria are based on system-level simulations for a hybrid 

communication system. 

REQ-ComNet-003 Solutions  

Criterion  Measure  Relative 

Weight  

CONVERGE 

solution  

Reference 

solution  

REQ-ComNet-003
The communication system is able to 
handle situations where a very large 
number of nodes is present within a cell.

Communication latency within cell 
area 
(0.3/0.3)

Packet loss  
(0.4/0.4)

Number of nodesresent within a cell 
(0.3/0.3)
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communication 

latency within 

the service area 

Latency classes (very 

high >500ms, high 

250ms ς 500ms, 

medium 100-250ms, 

low <100ms)  

0,3 30 Depends on 

specific UC (needs 

to meet UC 

requirements): 

0.3 * 100= 30 

Packet loss  Percent of lost 

packages  

0,4 40 <0.1%: 

0.4 * 100 = 40 

System 

congestion in 

the service area  

Ratio of current Mobile 

Nodes vs Total number 

of Mobile Nodes 

possible in the service 

area (100% Capacity) 

0,3 30 >80% Capacity: 

0.3 * 100 = 30 

SUM (partial)  1.0 100 100 

Table 56: REQ-ComNet-003: value-benefit matrix, cellular communication system 

Explanation: 

This requirement aims at evaluating the capacity of the CONVERGE system to cope with 

channel congestion in terms of communication latency and packet loss.  

Reasoning criteria assessments: 

The hybrid approach of CONVERGE enables low latency communication with low packet 

losses and good scalability against system congestion as a result of combining the LTE 

unicast, LTE broadcast and ITS-G5 technologies. In particular, the QoS mechanisms of LTE 

unicast (i.e. adaptive coding and modulations plus retransmissions) can maintain the 

packet error rate below 10% in the majority of situations, whereas the point-to-multipoint 

philosophy of LTE Broadcast can potentially support an unlimited number of users in the 

downlink. ITS-G5 on the other hand enables very low latencies for direct communication 

between vehicles.  

3.1.1.28 REQ-ComNet-004 Geographical area information 

αThe communication network tells the Car2X Systems Network which geographical areas 

ƛǘ Ŏŀƴ ǎŜƴŘ ƳŜǎǎŀƎŜǎ ǘƻΦέ 

REQ-ComNet-004 Geographical area information 

Criterion for network behavior/coverage 

Architecture based expert rating 

(supported with measurement) 

Value CONVERGE 

Solution: 

Reference 

Solution 

The communication network covers the 

desired geographical area. 

100 = OK 100 100  
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The communication network does not 

cover the desired geographical network. 

0 = KO  

Table 57: REQ-ComNet-004 criterion for binary assessment  

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

The information is provided to the service directory from the communication networks as 

defined in D4.3 interface BC2. 

 

3.1.1.29 REQ-ComNet-005 A broadcast mechanism is available 

αThe communication network provider offers a mechanism to broadcast information.έ 

REQ-ComNet-005 A broadcast mechanism is available 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

The communication network provider has 

technical means to broadcast information. 

100 = OK 100 100  

The communication network provider has 

no technical means to broadcast 

information. 

0 = KO 

Table 58: REQ-ComNet-005 criterion for binary assessment  

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

The Geomessaging Solution is integral part of the CONVERGE system. It enables 

disseminating a message to all users within the geographical region for which the message 

is relevant.  

In addition the α.ǊƛŘƎŜέ ŎƻƴŎŜǇǘ ŜƴŀōƭŜǎ ǳǎŜǊǎ ǘƻ ǎǳōǎŎǊƛōŜ ǘƻ ǘƻǇƛŎ ōŀǎŜŘ ŎƘŀƴƴŜƭǎ ǿƘƛŎƘ 

contain interesting messages for these users.  

The Geomessaging Solution is compatible with broadcast technologies such as eMBMS. If 

a mobile communication network provider (MNO) has such a broadcast technology 

installed in the Radio Access Network (RAN), it can be used to broadcast messages 

otherwise a unicast solution is used. 

If an IRS Network provider has IRSs installed in the geographic area for which a certain 

message is relevant, these can be used to disseminate these messages as well. 

 

http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
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3.1.1.30 REQ-ComNet-006 correct message delivery 

αThe communication system is able to deliver messages correctly in terms message is 

ƴƻǘ ŎƻǊǊǳǇǘŜŘΦέ 

 

REQ-ComNet-006 Correct message delivery 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

The CONVERGE architecture provides 

mechanisms to discard messages being 

corrupted. 

100 = OK 100 100  

otherwise 0 = KO  

Table 59: REQ-ComNet-006 criterion for binary assessment 

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

Messages which are used within the CONVERGE system need to be signed with an 

authorized pseudonym certificate. Upon reception, each client can verify whether the 

message was sent by an authorized station. If a message turns out to not be signed by a 

valid certificate, it will be discarded. 

 

3.1.1.31 REQ-IRS-001 IRS is able to aggregate information 

αAn IRS is able to aggregate information, which has been received over one of its 

interfaces, to save bandwidth and generally reduce the amount of data, which needs to 

ōŜ ǇǊƻŎŜǎǎŜŘ ōȅ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎ ƻǊ ƻǘƘŜǊ Lw{ ƴŜǘǿƻǊƪ ƛƴǎǘŀƴŎŜǎΦέ 

 

Requirement REQ-IRS-001 

Criterion for architecture based expert rating Value CONVERGE 

Solution: 

IRS is able to aggregate information  100 = 

requirement 

met 

100 
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otherwise 0  

Table 60: REQ-IRS-001 criterion for binary assessment 

Explanation: 

An IRS is able to aggregate information, which has been received over one of its interfaces, 

to save bandwidth and generally reduce the amount of data, which needs to be processed 

by service providers or other IRS network instances 

Reasoning criteria assessments: 

The aggregation of information is in responsibility of the respective application. Therefore 

the IRS needs to be able to host such application. This is true and is described in 

requirement αREQ-IRS-002 - IRS architecture supports application hostingά. 

3.1.1.32 REQ-IRS-002 IRS architecture supports application hosting 

 αThe IRS architecture shall allow hosting of applicationsΦέ 

3.1.1.32.1 Weighted Criteria System 

 
Figure 15: REQ-IRS-002: weighted criteria system 

3.1.1.32.2 Deduction of weights 

The architecture assessment is based on two equally important criteria. The metrics for 

the architecture assessment are given in the following table. 

REQ-IRS-002 
IRS architecture supports application 
hosting

Interfaces and functions for service 
can start/stop announcements 
(0.5/0.5)

Interfaces and functions for service 
can start/stop operation
(0.5/0.5)



Assessment of CONVERGE Technical and Security Solution 

 

 

Deliverable D6  |  Version 1.0  |  19.01.2016 59 

3.1.1.32.3 Assessment Result of Requirement 

REQ-IRS-002 IRS architecture supports application hosting Solutions  

Criterion for 

architecture based 

expert rating 

Measure  Relative 

Weight  

CONVERGE 

solution  

Reference 

solution  

Interfaces and functions 

for service can 

start/stop 

announcements  

Yes: 100 = 

criterion met 

No: 0 = KO 

0.5 0.5 * 100 = 

50 

50 

Interfaces and functions 

for service can 

start/stop operation 

Yes: 100= 

criterion met  

No: 0 = KO 

0.5 0.5 * 100 = 

50 

50 

SUM (partial)  1.0  100 100 

Table 61: REQ-IRS-002: criteria architecture assessments (see figure above) 

Explanation: 

Interfaces and functions for service can start/stop operation 

It should be possible to install and run applications on an IRS. If so, the requirement is fully 

ƳŜǘΣ ǿƘƛƭŜ ƻǘƘŜǊǿƛǎŜ ƛǘΩǎ ŀ KO as therefor the IRS is not capable of hosting applications. 

Interfaces and functions for service can start/stop announcements 

It should be possible for services to be announced via G5. If so, the requirement is fully 

ƳŜǘΣ ǿƘƛƭŜ ƻǘƘŜǊǿƛǎŜ ƛǘΩǎ ŘŜŦƛŎƛŜƴǘ ŀǎ ǘƘŜ Lw{ ƛǎ ƴƻǘ ŎŀǇŀōƭŜ ƻŦ ŀƴƴƻǳƴŎƛƴƎ ǎŜǊǾƛŎŜ Ǿƛŀ Dр 

but still can host applications. 

Reasoning criteria assessments: 

Interfaces and functions for service can start/stop operation 

This is true, as of the integration of an OSGi-Framework. Interfaces and functions located 

in a bundle can be stopped and started at any given time via a web interface or a Telnet-

Connection of the OSGi-Framework. 

Interfaces and functions for service can start/stop announcements 

True, cause a defined service for annunciation will stop or start the announcement 

process when the bundle (service) gets stopped or started, as provided by the 

implementation of the Service Announcement Mechanism. 

 

3.1.1.33 REQ-IRS-003 Architectural support for IRS to provide service announcements 

αThe IRS architecture shall provide service announcements.έ 
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REQ-IRS-003- Architectural support for IRS to provide service announcements 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

IRS is able to send SAM messages. 100 = 

requirement 

met 

100  100  

otherwise 0  

Table 62: REQ-IRS-003 criterion for binary assessment 

Note: this is not a KO criterion for the Car2X Systems Network. 

Explanation: 

The requirement defines if an IRS is capable of sending Service Announcement Messages. 

This includes creating a SAM message and sending it over CCH. 

Reasoning criteria assessments: 

Specification and implementation of Service Announcement Messages as well as the 

Service Announcement Mechanism was done in CONVERGE. Both based on ETSI 

Standard ETSI TS 102 890-2. For implementation see SerivceAnnouncement OSGi-

Bundles on IRS developed by htw saar. 

 

3.1.1.34 REQ-IVS-005 (DENM) message includes destination area information 

αThe message shall comprise a destination area to ensure an efficient distribution of the 

ǎǇŜŎƛŦƛŎ ƳŜǎǎŀƎŜǎΦέ 

REQ-IVS-005:  (DENM) message includes destination area information 

Criterion for architecture based expert 

rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

Outgoing DENM messages include 

destination area information. 

100 = 

requirement 

met 

100 100  

Otherwise 0 

Table 63: REQ-IVS-005 criterion for binary assessment 

Note: This is not a KO criterion for the Car2X Systems Network. 



Assessment of CONVERGE Technical and Security Solution 

 

 

Deliverable D6  |  Version 1.0  |  19.01.2016 61 

Explanation: 

This requirement is fulfilled by the Car2X Systems Network implementation of CONVERGE. 

For the Messages we use the DENM specification defined in ETSI EN 302 637-3 (V1.2.2). 

But this standard contains only the relevance area which calculated by combining the 

άeventPositionέ (EN 302-637, Annex B.14) and the άrelevanceDistanceέ (EN 302-637, 

Annex B.38). A DENM is contained in a GeoNetworking package which is defined in ETSI 

EN 302 636-6-1 (V1.2.1). The destination area for a DENM is defined in clause 8.8.5. 

 

3.1.1.35 REQ-IVS-017 (C2X) Provide network quality indicators 

αNetwork quality indicators are available and measurable.έ 

REQ-IVS-017 (C2X) Provide network quality indicators 

Criterion for the performance of the 

communication system  

architecture based expert rating 

Value CONVERGE 

Solution: 

Reference 

Solution 

The communication system is able to get 

key performance indicators (KPIs) which 

describe also the network quality.   

100 = 

requirement 

met 

100 100  

KPIs are not available 0  

Table 64: REQ-IVS-017 (C2X) criterion for binary assessment  

The KPI of the communication system should be measurable (e.g. current LTE RSSI, 

RSRQ.). For G5 channel utilization can be measured (#received messages, DCC trigger). 

Note: This is not a KO criterion for the Car2X Systems Network. 

Explanation: 

The system is able to deliver mobile network KPIs. For 2G/3G/LTE standard KPIs like RSSI, 

ECIO, RSRP, RSRQ and SNR are available. 

The software interfaces of the ITS-G5 part are able to deliver the network utilization. The 

DCC feature of ITS G5 also needs such information. 

By measuring such information the system is able to decide, e.g. when to use which 

transmission channel or to delay non-priority messages until the channel is free. 

3.1.2 Security Requirements Assessment 

The following section contains the definitions and assessments of requirements related 

to data security and privacy, which need to be fulfilled for the Car2X Systems Network. 



Assessment of CONVERGE Technical and Security Solution 

 

 

Deliverable D6  |  Version 1.0  |  19.01.2016 62 

3.1.2.1 Security Profiles 

The security profiles do not serve as generic requirements for CONVERGE, but can be 

applied to certain use cases as recurring group of requirements within CONVERGE. 

However, as CONVERGE offers a unified security architecture for its participants, most 

security profiles can be evaluated without knowledge of concrete use cases, but by 

evaluating the security architecture alone. 

3.1.2.1.1 REQ-SEC-PP-001 ς Authorized pseudonymous to anonymous 

Requirement, see D1.1 [Ref. 1]: The initiating actor shall use an authorized pseudonym. 

All other participating entities shall remain anonymous. 

3.1.2.1.1.1 Weighted Criteria System 

 
Figure 16: REQ-SEC-PP-001: weighted criteria system 

Criteria 

¶ !ǳǘƘƻǊƛȊŜŘ ǇǎŜǳŘƻƴȅƳ ƻƴ ǎŜƴŘŜǊΩǎ ǎƛŘŜΥ ǘƘŜ ǎŜƴŘŜǊ ǳǎŜǎ ŀƴ ŀǳǘƘƻǊƛȊŜŘ 

pseudonymous identity to authenticate its message 

o Cryptographic quality of pseudonym: which cryptographic algorithms 

and parameters are used to generate the pseudonym? 

o Avoidance of pseudo-identifiers: which kind of non-obvious identifiers 

are transmitted along with the pseudonym? (e.g., IP address, application 

layer payload) 

o Non-linkability of pseudonyms: can the receiver link different 

pseudonyms to real identities (e.g., connecting pseudonyms and create 

usage profiles spanning several pseudonyms) 

¶ Passive Receiver: the message is simply received, the receiver does not provide 

any information about its identity nor acknowledges the reception  

3.1.2.1.1.2 Deduction of the weights 

  
Cryptographic 

quality of 
pseudonym 

Avoidance of 
pseudo-identifiers 

Non-linkability of 
pseudonyms 

Sum Weight 

REQ-SEC-PP-001
Authorized 
Pseudonymous to 
Anonymous

Authorized pseudonym 
on sendeŕs side
(0.5/0.5)

Cryptographic 
quality of 
pseudonym
(0.45/0.225)

Avoidance of 
pseudo-identifiers
(0.1/0.05)

Non-linkability of 
pseudonyms
(0.45/0.225)

Passive Receiver (0.5/0.5)

http://converge-online.de/doc/download/Deliverable-WP1-D1%201_01_01_00.pdf
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Cryptographic 
quality of 

pseudonym 
  2 1 3 0.45 

Avoidance of 
pseudo-identifiers 

0   0 0 0.1 

Non-linkability of 
pseudonyms 

1 2   3 0.45 

   Total: 6 1.00 

Table 65: REQ-SEC-PP-001 weights ά!uthorized pseudonym on sender sideέ 

Explanation: Different importance 

¶ The criterion άCryptographic quality of pseudonymέ is more important than 

άAvoidance of pseudo-identifiersέ because pseudo-identifiers can always be 

introduced at the application layer and is therefore not completely covered in 

CONVERGE. 

¶ The criterion άNon-linkability of pseudonymsέ is more important than 

άAvoidance of pseudo-identifiersέ because pseudo-identifiers can always be 

introduced at the application layer and is therefore not completely covered in 

CONVERGE.  

Explanation: Equal importance 

¶ The criterion άCryptographic quality of pseudonymέ is equally important to άNon-

linkability of pseudonymsέ because both form the foundation for privacy-

preserving authorization. If one of them is violated, the privacy protection is 

impacted.  

 

3.1.2.1.1.3 Assessment Result of Requirement 

REQ-SEC-PP-001: Authorized pseudonymous 

to anonymous 

Solutions  

Criterion  Measure  Relative 

Weight  

CONVERGE 

solution  

Reference solution  

Cryptographic 

quality of 

pseudonym  

Expert 

rating  

0.225  0.225 * 70 = 

15.75 

Not breakable within 20 

years using limited 

computation power: 

0.225 * 100 = 22.5 

Avoidance of 

pseudo-identifiers 

Expert 

rating  

0.05  0.05 * 0 = 0 No pseudo-identifiers in 

pseudonym: 

0.05 * 100 = 5 

Non-linkability of 

pseudonyms 

Expert 

rating  

0.225 0.225 * 80 = 

18 

Pseudonyms cannot be 

linked to each other: 

0.225 * 80 = 18 
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Passive receiver Expert 

rating  

0.5 0.5 * 100 = 50 The receiver does not send 

anything within this 

exchange of information 

0.5 * 100 = 50 

SUM (partial)  1.0 83.75 95.5 

Table 66: REQ-SEC-PP-001: value-benefit matrix 

Explanation: 

This assessment is applicable for the typical one-to-many ITS ad-hoc communication. An 

authorized pseudonymous user sends CAMs or DENMs to all adjacent nodes. Those stay 

anonymous to the sender. The pseudonym in that case is a pseudonymous certificate for 

ITS G5 communication, issued by the PKI. Key technologies are ECDSA over NIST P-256 

and SHA-256. 

The overall rating is low because of protocol flaws in the application payload and secure 

message protocol, which both adhere to international standards. 

3.1.2.1.1.4 Assessment of Requirement Criteria 

 

REQ-SEC-PP-001 ς Authorized pseudonymous to anonymous 

Cryptographic quality of pseudonym 

Criterion for architecture based expert rating: Value CONVERGE 

Solution: 

Not breakable within 20 years using limited 

computation power 

100  70 

Not breakable within 15 years using limited 

computation power 

70  

Not breakable within 10 years using limited 

computation power 

50 = criterion 

met 

Breakable within less than 10 years using limited 

computation power 

0 = deficient 

Table 67: REQ-SEC-PP-001: criterion αŎǊȅǇǘƻƎǊŀǇƘƛŎ ǉǳŀƭƛǘȅ ƻŦ ǇǎŜǳŘƻƴȅƳέ 

Reasoning: 

NIST considers ECDSA over NIST P-256 and SHA-256 to be secure in 2030 and beyond 

(according to http://www.keylength.com/en/4/ ). 

The BSI recommendations (2015) do not differentiate from 2021 and above. 

http://www.keylength.com/en/4/
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The selection of key length was done according to the current standard. However, longer 

keys are always possible. 

 

REQ-SEC-PP-001 ς Authorized pseudonymous to anonymous 

Avoidance of architecture based pseudo-identifiers 

Criterion for expert rating: Value CONVERGE 

Solution: 

No pseudo-identifiers in pseudonym 100 = criterion 

met 

0 

Pseudo-identifiers identify a large group of 

individuals (i.e., the size of the anonymity set is 

greater than 100.000)  

100 = criterion 

met 

The size of the anonymity set is greater than 10.000, 

but less than 100.000 

80  

The size of the anonymity set is greater than 1.000, 

but less than 10.000 

50  

The size of the anonymity set is greater than 100, but 

less than 1.000 

20  

The size of the anonymity set is smaller than 100 0 = deficient 

Table 68: REQ-SEC-PP-001: criterion αavoidance of pseudo-ƛŘŜƴǘƛŦƛŜǊǎέ 

Reasoning: 

There are pseudo-identifiers used in different parts of the stack. One of the most critical 

is the use of άvehicleLengthValueέ (in decimeter), άvehicleWidthέ (in decimeter), and 

άvehicleRoleέ within the CAM message. 

It is hard to quantify the anonymity set size, given the current pre-rollout situation. The 

size of the anonymity set will be highly dependent of the άvehicleRoleέ, so that seldom 

roles will stay in their own, very small anonymity set. 

The current roles are: default(0), publicTransport(1), specialTransport(2), 

dangerousGoods(3), roadWork(4), rescue(5), emergency(6), safetyCar(7), agriculture(8), 

commercial(9), military(10), roadOperator(11), taxi(12), reserved1(13), reserved2(14), 

reserved3(15). 

Vehicles within the default role are expected to be in the biggest anonymity set, however 

the specification of vehicle length and width effectively counter efforts to make nodes 
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look alike. For this rating, we expect that very rare vehicle sizes and roles in combination 

will lead to an anonymity set smaller than 100 vehicles at the same observable location. 

 

REQ-SEC-PP-001 ς Authorized pseudonymous to anonymous 

Non-linkability of architecture based pseudonyms 

Criterion for expert rating: Value CONVERGE 

Solution: 

Pseudonyms cannot be linked to each other 100 = OK 80 

Linkable by authorized entities  80 = criterion 

met 

Linkable by anybody 0 = deficient 

Table 69: REQ-SEC-PP-001: criterion αnon-linkability of ǇǎŜǳŘƻƴȅƳǎέ 

Reasoning: 

CONVERGE follows the current European approach in which pseudonyms are linkable by 

authorized entities if Enrolment and Authorization Authority work together. 

It is not intended to allow anybody to link pseudonyms in this concept. So the resulting 

rating is 80%, even though this rating does not make a statement if someone is able to 

bypass the protection measures. 

 

REQ-SEC-PP-001 ς Authorized pseudonymous to anonymous 

Passive receiver 

Criterion for architecture based expert rating: Value CONVERGE 

Solution: 

The receiver does not send anything within this 

exchange of information 

100 = OK 100 

The information sent by the receiver does not 

contain any identifiers or pseudo-identifiers  

60 = criterion 

met 

The receiver sends data containing (pseudo-) 

identifiers 

0 = deficient 

Table 70: REQ-SEC-PP-001: criterion αǇŀǎǎƛǾŜ ǊŜŎŜƛǾŜǊέ 
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Reasoning: 

In general, there is no requirement in the CONVERGE architecture to acknowledge 

messages. On the other hand, a passive receiver is not the desired behavior. So taking this 

into account, one could imagine a use case for REQ-SEC-PP-001 that a receiver will not 

respond to Service Announcements sent by a nearby roadside unit for example. That 

behavior is possible within the CONVERGE architecture, but unlikely. 

Note: There is a flaw in the Secure Message protocol that enforces receivers to unveil 

their existence. An offender can abuse the άrequest_unrecognized_certificateέ feature of 

TS 103 097 v1.1.1 (and v1.2.1) to force a reaction of receiving parties. 

Because this is standard behavior, CONVERGE cannot fix this issue. 

 

3.1.2.1.2 REQ-SEC-PP-002 ς Authorized pseudonymous to authorized pseudonymous 

αThe initiating actor and all other participating entities shall use an authorized 

ǇǎŜǳŘƻƴȅƳΦέ 

REQ-SEC-PP-002: authorized pseudonymous to authorized pseudonymous 

Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

both entities are authorized to 

communicate with each other in the 

given use case 

AND 

authorization takes place without 

exchange of permanent identifiers or 

personal data 

100 =OK 100 100  

Otherwise 0 = KO  

Table 71: REQ-SEC-PP-002 criterion for binary assessment 

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

The CONVERGE architecture offers this kind of operation mode. 

 

3.1.2.1.3 REQ-SEC-PP-003 ς Authorized pseudonymous to identifiable 

αThe initiating actor shall use an authorized pseudonym. All other participating entities 

ǎƘŀƭƭ ōŜ ƛŘŜƴǘƛŦƛŀōƭŜ ǳǎƛƴƎ ǘƘŜƛǊ ǊŜŀƭ ƛŘŜƴǘƛǘȅΦέ 
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REQ-SEC-PP-003 ς Authorized pseudonymous to identifiable 

Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

Both entities are authorized to 

communicate with each other in the given 

use case 

AND 

The authorization of the initiating entity 

takes place without exchange of 

permanent identifiers or personal data 

AND 

The other entity uses credentials which 

uniquely and permanently identify that 

entity 

100 = OK 100 100  

Otherwise 0 = KO  

Table 72: REQ-SEC-PP-003 criterion for binary assessment 

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

This mode of operation can be seen in pseudonymous access to identifiable CONVERGE 

backend services. The CONVERGE architecture allows this mode of operation; however 

the identifiable use case is used more frequently. 

 

3.1.2.1.4 REQ-SEC-PP-004 ς Identifiable to anonymous 

αThe initiating actor shall be identifiable using its real identity. All other participating 

ŜƴǘƛǘƛŜǎ ǎƘŀƭƭ ǊŜƳŀƛƴ ŀƴƻƴȅƳƻǳǎΦέ 

 

REQ-SEC-PP-004 ς Identifiable to anonymous 

Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

The initiating entity is authorized to 

communicate in the given use case 

100 = OK 100 100  
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AND 

The initiating entity uses credentials which 

uniquely and permanently identify that 

entity 

AND 

The other entity remains anonymous 

Otherwise 0 = KO  

Table 73: REQ-SEC-PP-004 criterion for binary assessment 

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

This mode of operation is offered by the CONVERGE architecture and can be seen in 

communication of identifiable traffic information from backend services to a group of 

receiver vehicles that do stay anonymous to the sender. 

 

3.1.2.1.5 REQ-SEC-PP-005 ς Identifiable to authorized pseudonymous 

αThe initiating actor shall be identifiable using its real identity. All other participating 

ŜƴǘƛǘƛŜǎ ǎƘŀƭƭ ǳǎŜ ŀǳǘƘƻǊƛȊŜŘ ǇǎŜǳŘƻƴȅƳǎΦέ 

 

REQ-SEC-PP-005 ς Identifiable to authorized pseudonymous 

Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

Both entities are authorized to 

communicate with each other in the given 

use case 

AND 

The initiating entity uses credentials which 

uniquely and permanently identify that 

entity 

AND 

The authorization of the other entity takes 

place without exchange of permanent 

identifiers or personal data 

100 = OK 100  100  
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Otherwise 0 = KO  

Table 74: REQ-SEC-PP-005 criterion for binary assessment 

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

A Service provider (Identifiable from its certificate) can use the geo messaging server to 

send a message to all vehicles registered at its service. To register, the vehicles use an 

authorized pseudonym as described at the pseudonymous service usage in D4.3. 

 

3.1.2.1.6 REQ-SEC-PP-006 ς Identifiable to identifiable 

αThe initiating actor and all other participating entities shall be identifiable using their 

ǊŜŀƭ ƛŘŜƴǘƛǘƛŜǎΦέ 

REQ-SEC-PP-006 ς Identifiable to identifiable 

Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

Both entities are authorized to 

communicate with each other in the given 

use case 

AND 

Both entities use credentials which 

uniquely and permanently identify those 

entities 

100 = 

requirement 

met 

100  100  

Otherwise 0 = KO  

Table 75: REQ-SEC-PP-006 criterion for binary assessment 

Note: This is a KO criterion for the Car2X Systems Network. 

Explanation: 

For registration/accreditation/authentication at the Car2X Systems Network, the entities 

use their Enrolment Credential. During this process also the relevant government entity 

uniquely identifies itself with a digital certificate. Likewise, service providers use 

identifying certificates to communicate with each other. 

 

http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
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3.1.2.1.7 REQ-SEC-PA-001 ς No aggregation 

αIf applied in a use case, aggregation of data shall not be allowed to take place in the 

ƛƴǾƻƭǾŜŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴΦέ 

Note: 

There is no general approach regarding the topic aggregation of data, as the requirement 

must be considered in the context of use cases. 

 

3.1.2.1.7.1 UC-C2X-101_01 Registration ς The Car2X Systems Network offers a 

registration for Service Providers, IVSs and Communication Network 

Providers 

REQ-SEC-PA-001 ς No aggregation 

Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

No data aggregation takes place 100 = 

requirement 

met 

100  100  

Otherwise 0  

Table 76: REQ-SEC-PA-001 criterion for binary assessment 

Note: This is not a KO criterion for the Car2X Systems Network. 

Explanation: 

The process of entering the Car2X Systems Network encompasses the acquisition of an 

enrolment credential and authorization tickets provided by distinguished authorities. The 

communication is secured by public key cryptography. The communicated data can 

therefore not be aggregated by a single participant or interceptor of the communication. 

 

3.1.2.1.7.2 UC-C2X-102_01 Subscribe service 

REQ-SEC-PA-001 ς No aggregation 

Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 
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No data aggregation takes place 100 = 

requirement 

met 

100  100  

Otherwise 0  

Table 77: REQ-SEC-PA-001 criterion for binary assessment 

Note: This is not a KO criterion for the Car2X Systems Network. 

Explanation: 

The process of subscribing for a service is covered by the concept for pseudonymized 

service usage Version B (recommended in Deliverable D4.3). Other variants implemented 

by individual service providers are not considered in this assessment. The communication 

of critical data is secured by public key cryptography and its processing distributed among 

multiple nodes. The communicated data can therefore not be aggregated by a single 

participant or interceptor of the communication. 

3.1.2.1.7.3 UC-C2X-102_02 Download software 

REQ-SEC-PA-001 ς No aggregation 

Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

No data aggregation takes place 100 = 

requirement 

met 

100  100  

Otherwise 0  

Table 78: REQ-SEC-PA-001 criterion for binary assessment 

Note: This is not a KO criterion for the Car2X Systems Network. 

Explanation: 

This use case can be considered as a regular communication case for pseudonymized 

service usage. The data transferred will be secured using public key cryptography and 

changing authorization tickets (pseudonym certificates). The communicated data can 

therefore not be aggregated. 

3.1.2.1.7.4 UC-C2X-102_05 Update software 

REQ-SEC-PA-001 ς No aggregation 

http://converge-online.de/doc/download/Del%2043%20Masterdocument.zip
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Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

No data aggregation takes place 100 = 

requirement 

met 

100  100  

Otherwise 0  

Table 79: REQ-SEC-PA-001 criterion for binary assessment 

Note: This is not a KO criterion for the Car2X Systems Network. 

Explanation: 

This use case can be considered as a regular communication case for pseudonymized 

service usage. The data transferred will be secured using public key cryptography and 

changing authorization tickets (pseudonym certificates). The communicated data can 

therefore not be aggregated. 

3.1.2.1.7.5 UC-C2X-102_06 Discontinue service 

REQ-SEC-PA-001 ς No aggregation 

Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

No data aggregation takes place 100 = 

requirement 

met 

Not 

assessable 

100  

Otherwise 0  

Table 80: REQ-SEC-PA-001 criterion for binary assessment 

Note: This is not a KO criterion for the Car2X Systems Network. 

Explanation: 

The process of discontinuing a service is not explicitly described regarding communicated 

data in the CONVERGE project in a way that encompasses communication. Therefore, no 

statements in relation to this requirement can be made. 

Hence the requirement is not assessable. 

3.1.2.1.7.6 UC-C2X-102_08 Unsubscribe service 

REQ-SEC-PA-001 ς No aggregation 
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Criterion for architecture based expert 

rating: 

Value CONVERGE 

Solution: 

Reference 

Solution 

No data aggregation takes place 100 = 

requirement 

met 

Not 

assessable 

100  

Otherwise 0  

Table 81: REQ-SEC-PA-001 criterion for binary assessment 

Note: This is not a KO criterion for the Car2X Systems Network. 

Explanation: 

The process of unsubscribing from a service is not explicitly described in the CONVERGE 

project in a way that encompasses communication. Therefore, no statements in relation 

to this requirement can be made. 

Hence the requirement is not assessable. 

3.1.2.1.8 REQ-SEC-PA-002 ς Anonymous aggregation 

αLŦ Řŀǘŀ ƛǎ ŀƎƎǊŜƎŀǘŜŘΣ ƛǘ ǎƘŀƭƭ ōŜ ŀƴƻƴȅƳƛȊŜŘΦέ 

3.1.2.1.8.1 Weighted Criteria System 

 
Figure 17: REQ-SEC-PA-002: weighted criteria system 

Criteria 

¶ Removal of all personal data: which steps are taken to ensure the removal of all 

personal data (e.g., pseudonyms, an IP address, personal data in payload) 

¶ Sufficient sample size:  If an aggregation is based on a too small sample size, the 

ǎŜƴŘŜǊǎΩ ƛŘŜƴǘƛǘƛŜǎ Ŏŀƴ Ǉƻǎǎƛōƭȅ ōŜ ŘŜǊƛǾŜŘ ŦǊƻƳ ǘƘŜ ŎƻƭƭŜŎǘŜŘ ŘŀǘŀΦ Iƻǿ ƛǎ ǘƘŜ 

minimum sample size determined? 

3.1.2.1.8.2 Deduction of the weights 

  
Removal of 

personal data 
Sufficient 

sample size 
Sum Weight 

Removal of personal data   2 2 0.75 

REQ-SEC-PA-002
Anonymous Aggregation

Removal of personal data (e.g. 
pseudonyms, personal data in 
payload)
(0.75/0.75)

Sufficient sample size
(0.25/0.25)
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Sufficient sample size 0   0 0.25 

  

Total: 2 1.00 

Table 82: REQ-SEC-PA-002: weights α!ƴƻƴȅƳƻǳǎ !ƎƎǊŜƎŀǘƛƻƴέ 

The criterion άRemoval of personal dataέ is more important than άSufficient sample sizeέ 
ōŜŎŀǳǎŜ ƛŦ ƴƻǘ ŀƭƭ ǇŜǊǎƻƴŀƭ Řŀǘŀ ƛǎ ǊŜƳƻǾŜŘ ŦǊƻƳ ǘƘŜ ŀƎƎǊŜƎŀǘŜŘ ŘŀǘŀΣ ǘƘŜ ŘŀǘŀΩǎ ƻǊƛƎƛƴǎ 
can possibly directly derived, whereas if personal data is removed but the sample size is 
not large enough, an attacker cannot directly derive the originating identities. 
 

3.1.2.1.8.3 Assessment Result of Requirement 

REQ-SEC-PA-002: Anonymous Aggregation Solutions  

Criterion  Measure  Relative 
Weight  

CONVERGE 
solution  

Reference 
solution  

Removal of 
personal data  

Expert rating  0.75  0 (not 
assessable) 

No personal 
data left: 
0.75 * 100 = 
75 

Sufficient sample 
size 

Expert rating  0.25  0(not 
assessable) 

Sample size > 
100.000 
0.25 * 100 = 
25 

SUM (partial)  1.0  0 (out of 
scope) 

100 

Table 83: REQ-SEC-PA-002: value-benefit matrix 

Explanation: 

Aggregation always takes place within the context of specific use cases. The CONVERGE 

project defines no use case which requires anonymous aggregation. The interface 

ŘŜŦƛƴƛǘƛƻƴǎ ōŜǘǿŜŜƴ ǘƘŜ ŎƻƳǇƻƴŜƴǘǎ ƻŦ ǘƘŜ /hb±9wD9 ŀǊŎƘƛǘŜŎǘǳǊŜ ŘƻƴΩǘ ƛƳǇŜŘŜ ǘƻ 

realize anonymized aggregation on the ApP (Application Processing) architectural 

component. 

Conclusion: this requirement is not assessed, because it does not contribute to the 

assessment of the CONVERGE solution. 

3.1.2.1.8.4 Assessment of Requirement Criteria 

REQ-SEC-PA-002: Anonymous Aggregation 

Removal of personal data 

Criterion for architecture based expert rating: Value CONVERGE 

Solution: 
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No personal data left 100 = criterion 

met 

not assessable 

Only pseudo-identifiers left  75  

Personal data left in aggregated data 0  

Table 84: REQ-SEC-PA-002: criterion αǊŜƳƻǾŀƭ ƻŦ ǇŜǊǎƻƴŀƭ Řŀǘŀέ 

Reasoning: see above 

REQ-SEC-PA-002: Anonymous Aggregation 

Sufficient sample size 

Criterion for architecture based expert rating: Value CONVERGE 

Solution: 

Sample size > 100.000 100 = criterion 

met 

not assessable 

Sample size > 10.000 90  

Sample size > 1.000 80  

Sample size > 100 50  

Sample size < 100 0   

Table 85: REQ-SEC-PA-002: criterion αǎǳŦŦƛŎƛŜƴǘ ǎŀƳǇƭŜ ǎƛȊŜέ 

Reasoning: see above 

 

3.1.2.1.9 REQ-SEC-PS-008 ς Confidentiality 

αThe confidentiality of all exchanged messages shall be protected.έ 

3.1.2.1.9.1 Weighted Criteria System 
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Figure 18: REQ-SEC-PS-008: weighted criteria system 

Criteria: 

¶ Confidential communication: all aspects that comprise a confidential data 

transmission between entities. 

o Cryptographic parameters and algorithms: cryptographic primitives used 

to ensure confidentiality (e.g., AES, key length) 

o Key exchange protocol: which keys are used as secret for the 

confidential communication? (e.g., negotiation of session keys, fixed 

pre-shared keys) 

o Confidentiality protocol: how are the above mentioned components 

integrated to form a protocol to ensure confidentiality? (e.g., cipher 

block chaining) 

¶ Secure storage of cryptographic data: all aspects to handle critical cryptographic 

data confidentially within an electronic control unit ECU (e.g., encrypted storage, 

omitting storing confidential data in the first place) 

¶ Data sharing policy: rules to decide which data can be transmitted in which way 

o Data categorization (criticality): which data has to be handled 

confidentially? Which data can be distributed freely? 

o Quality of data sharing policies: if there is data of mixed criticality, how 

precise/effective are the policies to prevent misuse? (e.g., which data is 

allowed to leave the system?) 

3.1.2.1.9.2 Deduction of the weights 

  
Confidentiality 

protocol 
Secure storage 
of 

Data sharing 
policy 

Sum Weight 

REQ-SEC-PS-008
Confidentiality

Confidential 
communication
(0.6/0.6)

Cryptographic 
algorithms and 
parameters
(0.34/0.2)

Key exchange 
protocol
(0.33/0.2)

Confidentiality 
protocol
(0.45/0.225)

Secure cryptographic 
data storage
(0.1/0.1)

Data sharing policy
(0.3/0.3)

Data categorization 
(criticality)
(0.5/0.15)

Quality of data 
sharing policies
(0.5/0.15)




















































































































































































































































































































































































































































